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OIIPEAEJIEHHUSA

B HacrodileM HOKYMEHTE HCHONB3YIOTCS CHEAYIOIIME TEPMHHBI H HX
OlIpefie/IeHu.

ABTOMATH3HPOBAHHAS CHCTEMA — CHCTEMA, COCTOAINASA W3 IEpCoHaNa M
KOMILIEKCA CPEJICTB aBTOMATH3allMK €r0 ASATENBHOCTH, Pealusyromad uHopma-
[MOHHYIO TEXHOJOTHIO BEITOTHEHHUS YCTAHOBIEHHEBIX (YyHKIMI.

AyTeHTHGHKAUNA OTHPaBATEIA NAHHBIX — IOATBEPKIACHHE TOTO, YTO OT-
TpaBHTElb TTOMYIeHHBIX JaHHBIX COOTBETCTBYET 3asBICHHOMY.

Be30NacHOCTh NEPCOHAABHBIX JAHHBIX — COCTOAHHE 3allMIIEHHOCTH
IepCOHATBHEIX  [JAHHBIX, XapaKTEpPU3yeMOE CIIOCOOHOCTBIO  IIONB30BaTeNeH,
TEXHUYECKHX CpeAcTB W UHGOOPMAIMOHHEIX  TEXHONOTWH  obecreduts
KOH(pUIEHIMATEHOCTD, LEMOCTHOCTE U JIOCTYIHOCTH NMEePCOHANBHEIX AAHHBIX IPH
uX 06paboTke B HHYOPMAITMOHHEIX CHCTEMAX MEPCOHATBHBIX JAHHBIX.

DBHOMeTpHYECKHE NepcoHAIbHbIE JAAHHbIE — CBEIEHHA, KOTOpBIC
XapaKTEPU3YIOT GHHU3HONOIHYecKHe OCOOGEHHOCTH YeN0BEKa U Ha OCHOBE KOTOPBIX
MOXXHO YCTAHOBHTHL €T0 JIMIHOCTH, BKIMOYas (ororpadumu, OTHEIATKH MAlBICB,
ofpa3 ceTdaTKM TIiasa, OCOOEHHOCTH CTPOEHMA Tena U JApYryl NOLoGHYIO
uH(OpMaLHIO. |

BJIOKHPOBaHHE MEPCOHATBLHBIX [AaHHbIX — BpPEMEHHOE IIpeKparleHue
06paGoTKM IEpPCOHATBHBIX NAHHBIX (32 MCKIOYEHHEM CIlydaes, eciu o0paboTka
HeOoGXOIMMa I/l YTOUHEHHS NIepCOHATBHbIX NaHHEIX).

Bupyc (xoMAbIoTepHBIH, IPOrpaMMHBIH) — HCIIONHAEMBIA IPOTPaMMHEIH
KOJ WIH MHTEPIpeTHPYeMBIi HaGop HMHCTPYKIWH, o0nafatonui CBOHCTBAMU He-
CAaHKIIAOHHPOBAHHOTC PACIIPOCTPAHEHHA M CaMoBOCTIpousBeneHud. CosaaHHble
JyBIHKaTBHl KOMITBIOTEPHOTO BHpYyca He BCEr[a COBIANAIOT ¢ OPUIHHAIOM, HO CO-
XpaHsIOT CHOCOGHOCTH K JanbHEHINEMY PaclpOCTPaHEHMIO M CaMOBOCIPOU3BE/e-

HUIO.
BpeaonocHas nporpaMma — IporpaMma, pefHasHaqeHHas ULl OCYIEeCTB-
JeHUSA HeCAaHKIMOHHUPOBAHHOTO IOCTYNA M (MM) BO3NEHCTBHS Ha [ICPCOHANbHEIC

JaHHBIE HITH PECYPChl HHQOPMANOHHOH CHCTEMEI ISPCOHANIBHBIX JaHHBIX.



BenoMoraresibHble TeXHHYECKHE CPeACTBA H CHCTeMbl — TEXHHUYECKHE
CpencTBa U CHCTEMEl, He NpeiHasHauyeHHbIe M nepefadu, o0paboTky M XpaHeHH:
IIEPCOHANBHBIX [aHHEBIX, YCTAHABIMBAaEMbIC COBMECTHO ¢ TCXHMYIECKMMH CPEACT-
BaMH U CHUCTEMaMH, NpeIHA3HAUEHHBIMH 111 00paboTKU IepCOHANRHEIX JaHHEIX
WIM B HNOMEIIEHHAX, B KOTOPHIX YCTAHOBICHBI HH(OPMAIMOHHEIE CHCTEMEI HEpCO-
HAJIBHBIX JaHHEBIX.

HocTyn B omepalHoHHYH cpedy KoOMObIOTepa (HHGpOPMALHOHHOI
CHCTEMbI MePCOHANBHBIX AAHHBIX) — IIOTYyYeHHE BO3MOXHOCTH 3allycka Ha
BBIIONHEHHE INTATHBIX KOMaHf, (YHKIWH, MpOLEeAyp OIECPAllHOHHON CHCTEMBI
(YHUMTOMXEHMS, KOMUPOBAHWS, MepeMEINeHHs M TIL), WCHONHAEMBIX (aiioB
TIPHKJIATHBIX IIPOrPaMM.

Hocryn k undopManul — BOIMOXHOCTE OTyYeHUs MHPOPMALKH U ee Hc-
TIONIB30BaHUS.

3axIafouHOe YCTPOCTBO — 3NEMEHT Cpe/icTBa CheMa HH(MOpMALEH, CKPEITHO
BHeAPSeMBbI  (3aKNafblBacMBIil M BHOCHMBIH) B MeECTa BO3MOXHOIO CBEMA
FH(OPMAINH (B TOM HHCIE B OTpEKICHHE, KOHCTPYKIHMIO, 000pyAOBaHUE, [P/ METh
VHTEPEEPa, TPAHCIIOPTHEIE CPEJICTBA, a TAKKE B TEXHHYCCKHE CPECTBA H CHCTEMBI
06paboTKu HHGOPMALIKH).

BamumaeMasa HHQoOpMauHA — HHGOPMAIWS, SRITIOIASCS IPeAMETOM Col-
CTBEHHOCTH ¥ INOJJIeKAIlas 3aliTe B COOTBETCTBHH C TpeOOBAHWAMH [IPABOBBIX
JOKYMEHTOB HITH TPeGOBaHISIMY, YCTAHARTMBASMBIMYU COOCTBEHHUKOM MH(OPMALIUH.

HaenTndBKandsa — IpHCBOcHHE CyOBeKTaM M OOBEKTaM JOCTYIA HICHTH-
dukaTopa ¥ (W) CpaBHEHHE IIPeABSIBIIEMOr0 HIOSHTH(UKATOpa € TEpeTHeM
HNpPHUCBOSHHEIX HACHTUPHKATOPOB.

HudopMaTuBHbIH CATHAJ — JJIEKTPUYECKHIEC CUTHATIB], aKyCTHUCCKHE, JIIEK-
TPOMATHHTHBIE U JpyTHe (U3MNecKde IONA, IO TApamMerpaM KOTOPBIX MOXET ObITh
PACKpEITA KORMHISHIMATBHAS HEHbOpMaIs (TlepcoHATbHbIe AaHHEIE) 00padaThBacMast

B FHGOPMALIMOHHON CHCTEME IEPCOHAIBHBIX TaHHBIX.



Hudopmannonnbie TEXHOJOHH — IIPOLECCHl, METOIBI MOHCKA, cbopa, Xpa-
HeHms, OOpabOTKH, IPENOCTARICHNS, paclipOCTpaHeHUs HHpOpPMAlMM U CIIOCOOBI
OCYLIECTBIEHHS TaKUX MPOLIECCOB K METOJIOB.

HudopmannoHHass cucTeMa HEIPCOHaJ'lb]-lBIX Aanaeix (MCIIAH) -~
COBOKYITHOCTb COAEpXKaIuXcsi B 0asax [aHHBIX IIGPCOHANBHBIX [aHHBIX H
ofecreunBaoIEX uxX 00paboTky HHGOPMAIIHOHHEIX TEXHONOTHH M TEXHUYECKHX
CpeNCTB.

Henonab3oBanue NEPCOHAJBHBIX AAHHBIX — JOeHCTBHA (OllepalH) c
NIEpCOHANBHBIMYI  JTAHHBIMH, COBEPIIACMBIE OIEPATOPOM B LENAX MPHHSTHA
peIeHHi HIIM COBEpIUCHHS MHBIX NCHCTBHM, MOPOXAAIOMMX IOPHIMYECKUE
OCTEICTBHA B OTHOINEHHH CYOBEKTa MepCOHANBHBIX NAHHBIX HIIM APYTHX JTHIL
60 HHEIM 00pa30M 3aTParuBAIOIIMX NPaBa U CBOOOAKI CyOBEKTa MEePCOHANBHEIX
JaHHBIX WIH APYTHX JIHUII.

HcTouHuK yrposbl GesonacHocTH maGOpManHH — CyGBeKT JOCTyIa, Marte-
PUATBHEIH OOBEKT Wi (QU3HIECKOE SBICHHE, ABISEOLMECS IPUIMHON BO3HUKHOBEHI
yIpo3sl 6e30nacHOCTH HH(pOpMaLiyH.

KoHTpoaHpyeMasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHA, 3MaHKE, YaCTh 3IAHNS,
IOMEILIEHNE), B KOTOPOM HCKIFOYEHO HEKOHTPOIHpPYEMOE MpeObIBAHKE MOCTOPOHHHX
JTHILL, 4 TAKKE TPAHCTIOPTHBIX, TEXHIYECKIX M HHBIX MaTEPHABHEIX CPEICTB.

KonpuaeHnHalLHOCTh TePCOHATBHBIX NAHHBIX — 00s3aTeNbHOe UL
COBIIONEHNs OTIEPATOPOM M HHAM HOTyIHBIIHMM JOCTYI K NEPCOHATBHBIM JTRHHBIM
;oM TpeGoBaHWe He JOIMYCKaTh MX PpACTIpoCTpaHeHwe Oe3 cOrmacHs CyOBeKTa
IIEpPCOHABHBIX NAHHBIX KT HATMYHSA HHOTO 3aKOHHOTO OCHOBAHI.

MesxceTeBOM 3KpaH — JOKATEHOE (OTHOKOMIIOHEHTHOE) WM (YHKIHOHATBHO-
pacIpe/ieNeHHoe TporpaMMHOe  (IPOrpaMMHO-aNIapaTHoe) CPeAcTBO  (KOMIUIEKC),
peanM3yIoLIee KOHTPOJS 38 HH$opMarpel, oCTynaomed B HHPOPMALIMOHHYIO CHCTEMY
TIepCOHANBHEIX AAHHBIX U (FUTH) BEIXOASIIEH M3 MHGOPMAIMOHHOMN CHCTEMBL.

HapymuTess 6e30MaCHOCTH NePCOHANBHBIX JAHHBIX — (QU3MYECKOS JIHIIO,

cnytxaﬁno W TIpeIHaMepeHHO COBEpIIAROILES JIEI‘?IGI‘BHSI, CIIeICTRHEM KOTODBIX SBIIEETCA



HapyIleHue Ge30NacHOCTH NEePCOHANBHBIX JAaHHBIX IMPH MX 00paboTke TeXHMYECKAMH
CpeJICTBAMH B HH(OPMAITMOHHBIX CUCTEMAX IIEPCOHANBHBIX TAHHBIX.

HeaBToMaru3upoBaHuass o00pa0oTka MEepCOHAJBHBIX [JaHHBIX —
06paboTKa MepCOHANBHBIX NaHHBIX, COAECPXKAMMXCA B HHGOPMAIIMOHHOH CHCTEME
HepCOHANBHEIX JAaHHEIX THO0 M3BIEYEHHBIX H3 TAKOHW CHCTEMBl, CUUTAETCH
OCYIIEeCTBIEHHOH Oe3 HCHOJIB30BaHu CPeICTB aBTOMATH3AIUH
(HeaBTOMATH3UpPOBAHHOM ), €CIIM TaKUe ACHCTBUA C EPCOHABHEIMU JTaHHBIMH, KakK
HCITONIB30BAHME, YTOUHEHHe, pPACIpPOCTPaHECHHE, YHMUTOXKEHUE IIEPCOHANBHBIX
OAHHBIX B OTHOIIEHWM K&XKAOTO ¥H3 CYOBEKTOB II€PCOHANBHBIX MNAHHBIX,
OCYIIECTBIAIOTCS MPH HEIOCPEACTBEHHOM YYACTHH YellOBeKa.

HegekIapupoBaHHbIe BO3MOKHOCTH — (YHKIMOHAIGHLIE BO3MOXHOCTH
CPENCTB BBIMUCIATENBHONH TEXHWKM, HE ONMCAHHBIE KM HE COOTBETCTBYIOILIAS
OIMCAHHEIM B JOKYMEHTAIWH, TIPH HCIONBE30BAHMM KOTOPBIX BO3MOXHO HapyllieHHe
KOHOHIEHIMAIEHOCTH, [JOCTYIIHOCTH MJIM  IICJIOCTHOCTH obpabarniBaeMoll  MH-
dopmanun.

HecaHKUNOHHPOBAHHBIH T0CTYN (HeCaHKIHOHHPOBAHHLIE NelCTBHS) —
JocTynl K MEGOpMAIH WM JeHcTBHS ¢ HH(OpMalMeli, HapylIalolye [paBiia pas-
TpaHuYeHrst JOCTYIIa C MCIONB30BAHMEM LITATHBIX CpPEACIB, IPEJOCTaBIIIEeMBIX
HHAOOPMAIMOHHBIME CHCTEMAMH ITEPCOHANBHBIX JaHHBIX.

Hocurear HAGopManuH — (QU3HHECKOe JIMIO WM MaTepHAIbHEIA O0BEKT, B
TOM gHicre (PU3MIECKOe MoMe, B KOTOPOM HH(OPMAITHS HAXOIUT CBOE OTpaKEHWE B BUJIE
CHMBOJIOB, 00pa30B, CHIHANIOB, TEXHIIECKUX PEIICHHI M IIPOIECCOB, KOMMIeCTBEHHBIX
XapaKTePHCTHK PH3HYECKAX BETMYUH.

OGe3THuHBAHHE NEPCOHANBLHBIX NAHHBIX — JICHCTBHA, B DPE3YNbTaTe
KOTOpPHIX CTAHOBHTCS HEBO3MOXHBIM 6€3 WCIONB30BaHUA JOIONHUTEIBHOH
wH(OPMAIHH ONPEJENUTE IPHHANICKHOCTE IEPCOHANBHBIX JAHHEIX KOHKPETHOMY
CyOBeKTY NEPCOHANBHEIX JaHHEIX,

O6pa6oTKa NMepcOHANBHBIX JAHHBIX — JTF000e NMeiicTBHe (Omepaius) WK
COBOKYITHOCTE HefcTBUH (omepartuii), coBepIIaeMbIX C HCIIONBE30BAHUEM CPEICTB

aBTOMAaTH3allHH HJIIH 0e3 HCHOJL30BaHUSA TaKHX CpeACTB C IIEPCOHANIBHBIMH



JaHHLIMH, BKIFOUasd cOOp, 3ammMch, CHCTEMAaTU3allMIO, HAKOIUICHHE, XpaHEHUe,
yrouHeHne (OOHOBIEHME, U3MEHEHHE), H3BICYEHHE, HCIIONB30BaHHE, Iepejady
(pacupocTpaHense, IpexocTaBlIeHHe, AOCTYI), obesnuuuBaHKe, OIOKHPOBAHHE,
yaaleHHe, YHHUTOKEHHUE [IePCOHANBHEBIX JaHHBIX.

OGme 0cTyNHbIE MepcOHAJbHbIE AAHHbIE — IIEPCOHAIBHBIE [AHHEIE,
JOCTYII HEOTPaHWYECHHOTO Kpyra JHMII K KOTOPHIM MPENOCTABIEH ¢ COITacHs
cyObheKTa HepPCOHANBHBIX JaHHBIX MIM Ha KOTOPBIE B COOTBETCTBHH C
demepaTbHLIMH  3aKOHAMH HE pacrpocTpaHseTca TpeboBaHHe CcOOMIOACHHS
KOHOHUACHIIHATBHOCTH.

Oneparop (mepcoHAJNBHBIX [JaHHBIX)  — TOCYAAapCTBEHHBIM OpraH,
MyHHLUNAIRHEIE OpraH, IPUINYECKOe WIH QHU3HIECKOe JIMIO, CAMOCTOATEILHO
MM COBMECTHO C APYrHMH JIMLIAMH OPraHU3yOIIHe K (HiM) OCYIIECTBILAIOIIME
06pabOTKy MEPCOHANBHBIX NAHHBIX, a4 TaKKe ONpedendrone uem odpaboTku
TIepPCOHANBHEIX JAHHBIX, COCTAB IePCOHANBHBIX JAHHBIX, IIOAeKaluX obpaboTke,
nelicTBH (OMeparim), CoBepllaeMble ¢ IEPCOHATLHBIMU TaHHBIMH.

Texuudeckne cpeIcTBa HHOOPMANHOHHOH CHCTEMbI NEPCOHANLHBIX
ARHHBIX — CPEJCTBA BBIYHCIMTENBHOR TEXHWKH, MH(GOPMAIMOHHO-BEMHCIUTENRHbIE
KOMIDIEKCHI H CETH, CPeLCTBA K CHCTEMBI Iiepefiaduu, prueMa i o6pabotku I1/TH (cpenctsa
H CHCTEMBI 3BYKOBAIMCH, 3BYKOYCIUICHIS, 3BYKOBOCIIDOM3BELEHHUS, TIEPErOBOPHBIE U
TeJeBH3HOHHEIE YCTPOMCTBE, CPEACTBA M3TOTOBRIEHMS, THPAKAPOBAHUS JOKYMEHTOB K
JpyTHe TEXHUYECKUE CPeACTBa 0GpabOTKH pedeBoH, IPahuIeckoli, BUIeo- U OyKBeHHO-
poBOH MH(OPMAITHIT), IPOTPaMMHEBIE CPELICTBA (OHEPALOHHbBIE CHCTEMEL, CHCTEMEI
yIIpaBneHys 6a3aMi JaHHBIX H T.IL), CPEICTRA 3aIUTHl MHGOPMAIH, PHMEHIEMEIE B
HH(POPMAITMOHHBIX CHCTEMAX.

Iepexpar (urdopManuu) — HeNpPaBOMepHOE MOTydIeHHE HHPOPMAUHMU C
HCIIONE30BaHMEM TEXHUYECKOrO CpeIcTBa, OCYIUECTBISIONIEro OOHapyKeHue,
npueM U 00paboTKy HHGOPMATUBHEIX CHTHAJIOB.

IlepconaibHubie AaHHBIE — J00as MH(OPMANHs, OTHOCAIIAICS K IPAMO
M KOCBEHHO ONpeNelleHHOMY WIH OIpelelnseMoMy (GM3MYeCcKOMY Uy

(cy6bexTy mepcoHaNbHBIX NAHHEIX);



HoGounple  3JIeKTPOMATHHTHLIe  H3My4YeHHSs H  HABOAKH  —
JNIEKTPOMATHUTHEIC H3TYUYEeHHMS TEXHWYECKHX CpelcTB oOpabOTKH 3aIuinaeMoit
HHQOpMAIMK, BO3HMKAOMKE Kak [o00YHOe ABIEHHME M BhI3BAHHEIE
SNMEKTPUIECKUMH CHTHAJIaMHM, JEHCTBYIOIIMME B HX 3JIEKTPHUYECKHX M MAIHUTHBIX
IeMsX, & TAKKe JIEKTPOMarHUTHEIE HaBOAKY 3THX CUTHANOB HAa TOKOIPOBOMSIIHE
TMHAH, KOHCTPYKIH ¥ IEeNH ITHTaHUS,.

IMonATHKA  «YHCTOr0 CTOJNA@» —  KOMIUIEKC  OpraHM3allMOHHBIX
MEPONpPUSTHI, KOHTPONMPYIOUIMX OTCYTCTBHE 3alMCHIBAHHS Ha OyMaxHBIE
HOCHTeNH KIoYel H aTpubyTroB HocTyra (maponed) W XpaHeHHUs HMX BOMH3M
0OBEKTOBR JOCTYIIA.

Ioab30BaTe b HHPOPMANMOHHONH CHCTEMBI MEPCOHAIBHBIX JAHHBLIX ~
JMI0, YydYacTByooulee B (YHKIMOHHPOBAaHMH HHQOPMAIMOHHON CHCTEMEI
IEPCOHATBHBIX JaHHBIX WM HCTIOJB3YIOIee Pe3yNbTaThl e€ (PyHKIMOHHPOBaHNS,

IIpaBuia pasrpaHHYeHHs JOCTYNA — COBOKYIIHOCTE IPABHII, PETJIaMEHTH-~
PYIOIIEX MpaBa AOCTyIa CyOBEKTOB JOCTyTIa K 00beKTaM JOCTYIA.

IlporpaMMHas 3aKIaJKa — KOJ OpOrpaMMBEl, IPeIHAMEPEHHO BHECEHHBIH B
IporpamMMy ¢ [(eIBI0 OCYIIECTBHTh YTEUKY, H3MEHHUTH, GIIOKUPOBATE, YHAYTOXKHTE
MHQOPMALMIO MM YHHUTOXUTE U MOTUGHIMPOBATh IPOrpaMMHOe ofecnedeHyie
HHGOPMAIHOHHON CHCTEMBI IIEPCOHANBHBIX NaHHBIX M (MIM) GIIOKHpPOBATEH allila-
paTHBIe CpencTha.

Ilporpammuoe  (HpPOrpaMMHO-MATEMATHYECKOe)  BO3AEACTBHE  —
HECAaHKIMOHMPOBAHHOE  BO3JEHCTBHE HA  pPEeCypChl  aBTOMATH3HPOBAHHOU
HHE(GOPMAI[MOHHON CHCTEMEI, OCYIIECTBIIEMOE C MCIIOJIB30BAHHEM BPEJOHOCHBIX
IpOrpaMM.

PackpreITHEe NepPCOHANBLHBIX JaHHBIX — YMBIILICHHOE WM CIly4aiHoe
HapylleHve KOHQUACHIHATBHOCTH IEPCOHANBHBIX TAHHEIX.

PacnpocrpaHeHHe MepcOHANBLHBIX AAHHBIX — JEHCTBHS, HAlpaBlIeHHEIE

Ha PaCKpEITHE TIEPCOHANLHBIX AAHHEIX HEOIPEASNCHHOMY KPYTy JIHIL.



Pecype undgopManHoHHOH cHCTEMEI ~ UIMEHOBAHHEIH HJIEMEHT CHCTEMHOTO,
IPUKIIATHOTO WK annapaTHOro obecnedeHus (GYHKIIHOHUPOBAHHUS
UHGOPMAMOHHOH CHCTEMB.

CrneguansHble KATeropHH MEPCOHATBHBIX MAHHBIX — [EPCOHANBHBIC
JaHHbIe, KacarolHuecs pacoBOH, HAMOHAIBGHOMN NMPHHAIEKHOCTH, ITOIHTHIECKIX
B3TJIA0OB, PENHTHOZHBIX WM (PUIOCOdCKUX YOEXKIEHUH, COCTOSHUS 3M0POBBA U
WHTHMHOR JXH3HHU CYOBEKTa IePCOHATBHBIX JaHHEIX.

CpeacTBa BHITHCIATEABHOH TEXHAKH — COBOKYIIHOCTE ITPOTPAMMHBIX U TeX-
HIYECKMX 3MeMeHTOB CHCTeM oOpaboTKH AaHHBIX, CIOCOOHBIX (DYHKIMOHHMPOBAaTh
CaMOCTOATENBHO WIH B COCTABe APYTHX CHCTEM.

Cy0bekT Aoctyna (cy0beKkT) — JHMLO WM IIpoIiecc, AeHCTBHI KOTOPOro per-
JAMEHTHPYIOTCH NPaBUIaMH pasTpaHUIeHHs JOCTyIIa.

TexXHHYECKHH KAHAJ YTe4YKH HHGPOPMAUHH — COBOKYITHOCTH HOCHUTENS UH-
dopmaim  (cpencTBa 00paboTKH), (MZHYIECKOH CpeAbl PpaclPOCTPaHEHHI HHMOp-
MATHBHOI'O CHTHAJIA ¥ CPeJICTB, KOTOPHIMI JOOBIBAeTCA 3alHInaeMast HHopMaIlus.

TpancrpaHuYHas mnepeavya MNepCcOHANBHBIX AaHHBIX — Iepefiada
IEPCOHANBHEIX  NaHHBIX oOlepaTopoM depe3 locynapcTBeHHYIO TpaHHILy
Poccuiickoti  Demepaudu  opraHy  BIaCTH  HHOCTPAHHOTO  TOCYAapCTBa,
GuzHIecKOMY HIH OPUAUIECKOMY JTHIy HHOCTPaHHOTO TOCy 1apCTBa.

Yrpo3bl 6€30MaCHOCTH NePCOHATBHBIX JAHHBIX — COBOKYITHOCTD YCIIOBHIH H
(aKTOPOB, CO3MAIONINX OMAaCHOCTL HECAHKUIMOHHPOBAHHOIO, B TOM UHCIIE CIIy4alHOro,
JIOCTYTIA K TIEPCOHANBHBIM JAHHBIM, Pe3YIBTaTOM KOTOPOTO MOXKET CTalh YHHYTOKCHUE,
H3MeHEHE, OIOKHPOBAHKE, KOIMHPOBAHHE, PACIIPOCTPaHEHHE MIEPCOHANBHEIX TAHHEIX, &
TAaKKe HHBIX HeCAHKIMOHMPOBAHHBIX JeHCTBHIN IIpH UX 00paboTke B HH(MOPMAIMOHHOH
CHCTEME NEPCOHATBHBIX JAHHBIX.

YHRUTOXKEHHE NepCOHAJBLHBIX AAHHBIX — JelCTBHA, B pe3ylbTaTe
KOTOPBIX CTAHOBUTCS HEBOZMOXXHBIM BOCCTAHOBHTE COJEPMAHHE YEPCOHANBHBIX

JaHHBEIX B HHGOPMAIMOHHOH cHCTeMe IIepPCOHANBHEIX MOAaHHBIX W (HIH) B

Pe23yNeETaATEe KOTOPBIX YHHUTOXAIOTCI MATEpHANTIBEHBIE HOCHTEIH INEPCOHANBHBIX

JaHHBIX.



YTeuka (3amuinaemMoii) mu]mpMauim M0 TeXHHYCCKUM KaHAIaM —
HEKOHTPOIMPYEMOE PacIipoCTpaHeHHe MHGOPMAIAK OT HOCUTENS 3allMInaeMoit HHGOp-
Mallid depe3 (U3MUEeCKYIo Cpefly JO TEeXHHUECKOTO CpPEelCTBa, OCYIIECTRIIOIIETO
nepexBaT HHPOPMALHUH.

YA3BUMOCTE — cl1a00CTh B CPEACTBAX 3AITUTHI, KOTOPYIO MOXKHO HCIOTH308aTh
IJIS HapyIeHrs CHCTEMBI HITH COAepXKaIieiics B Heil HH(pOPMALTHH.

HenocTHoCTh HHGpOPMALHHE — CIOCOOHOCTH CPEICTBA BRIMUCITUTEIRHOM TeX-
HHMKH M aBTOMATH3UPOBAHHOM CHCTEMBI 00€eCTIeMBaTh HEM3MEHHOCTE HHGOPMAIH B

VCIIOBHAX CITyHalHOr0 W/HIH IPEAHAMEPSHHOIO MCKaKe ! (pa3pyILCHHI ).



OBO3HAYEHUA U COKPAILIEHHW ST
ABC — auTHBHpYCHEIE CpEJICTBA
APM — aBTOMAaTH3MpOBaHHOE pabodee MeCTO
BTCC — BcrioMorareTBHEIE TeXHHUECKHE CPENCTBA H CUCTEMBI
WCIT/Ja — undopmanuorHas crcTeMa IepCOHATTBHBIK JAHHBIX
Hb — undopmarmionHas 6e30nacHOCTh
K3 — xoHTpOmipyeMas 30Ha
JIBC — mokankHast BEMUCIUTEILEHAS CETh
MD - mexxceTeBoii 3KpaH
HCJI — HecaHKIMOHUPOBAHHBIN TOCTYII
OC — oneparoHHas cucreMa
IT[{H — nepcoHanbHbIE JaHHBIE
IIMB — nnporpaMMHEO-MaTeMaTHIECKOe BO3IeHCTBHE
I1O — mporpamMHOe obecniedcHHE
IIOMIH — nobovHbIe 371eKTPOMAarHiTHEIEC H3TyIeHWs. K HABOIKH
CA3 — cricTeMa aHaIK3a 3allHINeHHOCTH
C3U — cpencTra 3ammThl HHGOPMAITHH
C3I1[Ix — cucrema (no[icHCcTEMA) 3aITUTEH MEPCOHAIBHBIX JaHHBIX
COB - cucreMa 00Hapy)eHHA BTOPKEHKH
TKVYU — Texmideckyie KaHATH yTEUKH HHQOpMAITH

VYBII/IH — yrpo3sl 6e30MacHOCTH NEPCOHATBHBIX JAHHBIX



BBEJAEHHE

Hacroamee Iomoxenne uHpopmarmonnoi 6esomacHoctd B AQ «I"asnpom
razopacupezenenye Yepkeccky, ABIIETCS OQUIHUATBHBIM JOKYMEHTOM, B KOTOPOM
oflpefielieHa CUCTEMa B3TMIANOB Ha obecrnieucHue MHGOPMAIHOHHONH 0e30I1aCHOCTH
AQ «"a3npoM razopacnpepenesue Yepkecck».

HeobxoaumocTs pazpaborku [lonokenus oOyCIOBIEHa CTPEeMHTENBHBIM
pacmupesreM cdepbl NpUMeHeHU HOBEHITNX HHMOPMAIHOHHBIX TEXHOJOTHH H
nporieccoB B AO «['asmpom razopacropenenenue Uepkecck», npH 00paboTke
HHGOpMaIIHH BOOOIE, 1 NEPCOHATBHEIX JAHHBIX B YACTHOCTH.

ITonoxenne pa3paloTaHO B COOTBETCTBHH C CHCTEMHBIM IIOAXOAOM K
obecrieuenno  uHpopmanuoHHo#  OezomacHoctH.  CHCTeMHBIE  MMOAXOX
ImpejrionaraeT  IPOBEJeHHE  KOMILIEKCA  MEPONPHATHH,  BKIHOYAFOIIHX
yccrnefoBanyMe yrpo3 uHdopmanmonyoi 6e3onacHocTH B pa3spaboTKy CHCTEMBI
samutel  IIJ[H, ¢ DO3HIMH KOMIUIEKCHOTO IIPHMEHEHHMS TEXHMYECKHX K
OpraHW3alOHHBIX MEP U CPEJICTB 3aIIUTEI.

ITog uapOpManroHHOH Oe3omacHocTRO IIJ[H mMoHMMAETCA 3aNTHUIIEHHOCTH
TIEPCOHANBHBIX NAHHBIX H 00pabaThiBaloIell HX HHPPACTPYKTYpPEe OT IOOBIX
CIyYalHBIX HIIH 37IOHAMEPEHHBIX BO3ICHCTBUH, pPEe3yIETaTOM KOTOPHIX MOXET
SIBUTHCA HaHeceHue ymiepGa camoit MHpopMaiuu, ee BuagensnaM (CyObeKTaMm
I'1/T8) unu uHpacTpykType. 3anaun HHQOpMaLMOHHOM 0e30IIaCHOCTH CBOAATCH K
MHHHMMM3AIMH yliep6a oT BO3MOXHOH peanu3aluu yrpos 6esomacHoctd IL1H, a
TaICKE K IIPOTHO3HEPOBAHHIO H IIPEJOTBPAIEHHIO TAKHX BO3ACHCTBHIA.

TlonoxxeHWe  CIOYXKUT  OCHOBOH  mnd  pa3paboTKH  KOMIUIEKCA
OpPTraHH3aI[HOHHBIX WM TEXHHYECKHX Mep Mo obecnedeHHI0 HHGOPMAIHOHHON
OesonacHocTH B AQ «l'asmpoMm ra3opacopeneneHue Uepkecck», a Takke
HOPMAaTHBHBIX ¥ METOOHYCCKUX AOKYMEHTOM, OOECIIEUHBAIONINX €€ peallH3alliro,
W He Ipeanojaraer IOAMEHBl (YHKIMH IroCyNapCTBEHHBIX OPraHOB BIACTH
Poccuiickoli @epepamuum, oTBeHarolMX 3a olechededHue 0e30MaCHOCTH
HHQOPMAIHOHHBIX TEXHOIOTHH U 3aIUTY HHOOPMAIIHH.

IMonoxenne spngercs METOJNONOTUYECKON OCHOBOM PIRJE:



— ¢QopMHpoOBaHHMS M TNPOBENEHHMSA €OHHOM IIOMHTHKH B OOJIACTH
obecreuenus GesomacHocTH AQ «["asmpoM  rasopacrpeneneHue
Yepkeccky;

— IPHHATHSA YNPaBICHYECKUX PEIIEHHH M pa3paboTKH MPaKTHUYECKHX
Mep M0 BOIUIOIICHMIO MONUTHKH Oe3omacHocTH ITJH H BEIpaGOTKH
KOMILIIEKCca COrNIacOBaHHBIX Mep HOPMAaTHBHO-IIPAaBOBOTO,
TEXHOJIOTHYECKOr0O M OpraHH3allMOHHO-TEXHHYECKOro XapaKrepa,
HANPABJICHHBIX Ha BBUABICGHHE, OTPAKCHHE M JIHKBHAALHIO
NOCNEACTBHI peanu3alyy pasIUIHbIX BULOB yrpo3 [1/IH;

— KOODJHHAITHH JACATEIBHOCTH CTPYKTYPHBIX noxpasfeneuuii AQ
«"asnpoM rasopacipe/eneaie Yepkecck» NpH MPOBEXEHUH PaboT 1o
pasButdio u oSKcrryaraiuu MCILJH ¢ cobmomenuem tpeGoBadmit
obecrieyenus GezonacuocT I11H;

— paspaboTKM MNpeAnoXeHWH [0 COBEPIICHCTBOBAHHIO IIPABOBOIO,
HOPMAaTHBHOTO, METOJHIECKOr0, TEXHUIECKOI0 H OPraHU3alHOHHOTO
obecniesenns OeszomacHocty IIJlm B MHCIIlH AO «[asmpom
razopacnpejenesne Yepkecck».

IlpaBoBoii 06azolf mAmd paspaboOTKH HACTOSINET0 IIONOXKEHMSA CIIYXKAT
TpeGoBarua JAeficTByromuX B PoccHH 3aKOHONATeNBHBIX W HOPMATHBHEIX

JTOKYMEHTOB 10 obecnedenuio 6e30MacHOCTH MepcoHANBHEIX NanHeX ([1/1H).



1 O0umHe noJ1oxeHNn

Hacrosmee ITonoxenue OMpeleNseT OCHOBHBIE LIENIM M 3ajayHd, a TaKkKe
O0IIyl0 CTpaTerWi0 IIOCTPOCHHS CHCTEMBl 3alIMTH HEPCOHANBHEIX NAHHBIX
(C3I1H) AO «I"asnpom razopacnpenenenue Yepkecck». [Tonoxenre ompenemnser
OCHOBHEBIE TpeOOBaHNUs M 0a30Bbie MOAXONEI K MX PEaNM3alUU, I JOCTHXKEHUS
TpeGyeMoro ypoBHs 0€30I1aCHOCTH HHGOPMALHH.

C3[[[ln mpeactaBmier coGoif COBOKYNHOCTH OPraHHU3ALMOHHBIX M
TEXHWYECKUX MEpPONpHATHH Jua 3amutel [I/[H oT HempaBoMepHOro WHiH
CTy4aHHOro JROCTyNa K HHM, YHHYTOXEHMSA, M3MCHEHHs, OGIOKUPOBAHMS,
KONUpOBaHus, paciipoctpaneHus I1[[H, a Takke HHBIX HEMPaBOMEPHBIX ACHCTBHIL
C HUMH.

Be30macHOCTs MEPCOHANBHEIX AaHHBIX NOCTHIAETCH IIyTEM HMCKMIOYEHHS
HEeCaHKIMOHWPOBAHHOTO, B TOM YHCIE Cly4ailiHOro, XOCTYIa K MEPCOHANBHEIM
JAQHHBIM, pE€3yJIbTATOM KOTOPOIO0 MOXET CTaTh YHHUYTOXCHHE, H3MEHEHHE,
GiiokupoBaHHe, KONHPOBAaHKE, PACIIPOCTPAHEHHE IEPCOHANBHBIX JAHHBIX, & TAKKE
HHBIX HECAHKIIMOHMPOBAHHEIX ACHCTBYI.

CrpykTypa, c¢ocTaB ¥  OCHOBHBIE (YHKI[MM  TEXHHYECKHX H
opranusaioHHeX MeponpuAtaid C3IIJJH ompemensioTcs HCXOHS W3 YpPOBHS
sauminensoctd  (xmacca) MCIIIH, YCTAHOBIEHHOIO B  COOTBETCTBHH ¢
TpeboBanuamu ITocranoBnenns IIpaButensctea Ne 1119 ot 1 mos6pa 2012 r.,
npukaza OCTOK Poccum Ne 17 ot 11 despans 2013 r.,, mnpuxaza ®CTIK
Poccam Ne 21 ot 18 ¢eBpans 2013 1., a TakKe B COOTBETCTBUY ¢ TPeGOBaHUAMHI
IloctanoBnenns IIpaBurensctBa Poccuiickoit ®emepamuu Ne 687  «06
yrBepkaenun Ilomoxenus 06 ocobeHHOCTAX 006pabOTKH MEePCOHANBHBIX NAHHEBIX,
OCYLIECTBIICMOH 6e3 HCIONB30BAHMA CPEACTB aBroMaTwzauuu». C3[1/H
BKIIOYACT OpraHU3alMOHHEIE MeEphl M TEXHMYEeCKHEe CPEACTBA  3aIHTEHI
uHQOpMalMK (B TOM YHCIE MKQpOBaIbHbIE (KpHITOrpadMYecKHe) CpelcTra,

cpeacTea IpeaoTBpallcHMs HECAaHKITHOHHUPOBAHHOTO HJOCTYIIa, YTCHKH

HHGOpMALNH TI0 TEXHHIECKHM KaHATAM, MPOTPAMMHO-TEXHHYECKUX BO3AEIHCTRUIA



Ha TEXHAYeCKHe cpencrsa obpaborku IIJIH), a Takxe wuCHONB3yeMble B
HH(OpMaITHOHHOH crcTeMe HHAOPMALIMOHHEIE TEXHONOTHH.
OTH MepHI IPU3BAHEI 06ECIIEYHTE:
— KOHQHIEeHHHAIBEHOCTS HHpopMaIK (3ammTa oT
HECaHKIIMOHHUPOBaHHOIO O3HAKOMITEHHS );
— LEIOCTHOCTh HH(QOPMAUHM (AKTYaIbHOCTP M HENPOTHBOPEYHBOCTE
HHGOpMAlMK,  ee  3AHINGHHOCTs  OT  paspylleHWs  ©
HECaHKIHOHUPOBAHHOI0 M3MEHEHUS);

— JOCTYNHOCTE HHpOpMauuM (BO3MOXHOCTH 32 IPHEMIEMOE BpPEMSA

NONy4YuTk TpebyeMyro HHOPMAHOHHYIO YCIyry).

Craguu cozganua C3[1/IH BKAIOYALOT:

— MNPeANPOSKTHAA CTa[usd, BKIIOYAOLIad MPeANPOeKTHOE 06CIeJOBAHMEe
UCTIH, paspaboTKy TEXHMYECKOTO (YacTHOrO TEeXHHYECKOTO)
3a/IaHuA Ha ee CO3IaHue;

— CTaJusd MPOSKTHPOBaHus (paspabOoTKM IIPOEKTOB) W PEATH3ALUE Mep
samuTe C3I1JIH;

— cragua BBoma B gnedcteue C3[I[H, BimMoOYaromas ONBITHYIO
SKCIUTYyaTalHIO H IPHEMO-CIATOYHBIE HCIBITAHUSA CPEICTB 3aLIUTEHI
uH(OpMAaIMK, a Takke orneHky coorBerctBus C3IIH TpeGopaHmIM

0e30I1acHOCTH HH(OPMAIIHH.

OpranuzanuonHele Mepel NPeJyCMaTPHBAIOT CO3JAHUE M TMONJCPKAHUE
npasoBoit 6asel GesomacHoctu IIJ[H m paspaGoTky (BBeneHHE B JeHCTBHe)
npenycMoTpeHHBIX [lonurukod uudopManmonHoii  GezomacHoct  WICII/H
CIIeAYFOILUX OPrasdH3allHOHHO-PACTIOPSIHTENbHEIX JOKYMEHTOB!

— Ilnan MeponpHsATHH @0 OOSCIEYEHHIO 3alllHTHI I'II[H Opu ux
o6pabotke B CI1/IH;

— [IInan MEepONpHUATHI IO KOHTPOIIIO obecriedeHus 3anuThl IT/H;



— Ilopsnox pesepBUpOBaHMA H BOCCTAHOBIEHHA pPabOTOCHOCOBHOCTH
TC u 110, 6a3 mamuex 1 C3U;

— JlolmxHOCTHAS HMHCTpyKnwus amMuuuctpatopa MCIIAH B wacTu
obecneuenns Gesonmacuoctu IJH npu ux o6padotke B UCTIx;

— JIOIXHOCTHAS HHCTPYKIHA aIMHHHCTpaTopa 6esonacrocti MCIIIIH;

— JolKkHOCTHAA ~ WHCTPYKuMs monk3osatens MCIIa B wacTu
obecreuenns 6ezomacocTs ITJIH npu ux o6paGotke B UCT/Tg;

— HHcTpyknws Ha clly9a#t BOSHUKHOBEHHS BHEINTATHON CHTYAIIAN;

— HHcTpykums mo pasMenmeHuio, 060pyI0BaHuIo M 0XpaHe IOMELIeH I,
FI€ XpaHJTCs MePCOHANBHbIC JaHHbIE, 10 XPAaHEHHIO HEPCOHATBHEIX
J@HHBIX Ha GYMaXKHBIX HOCHTETISX W MOPAAKY paGOTEl HCIIONHATENEH

C NEPCOHATLHBIMH TaAHHLIMW Ha 6yMa}KHBIX HOCHTEIAX HHq)OpMaI_IHH.

Texnuyeckye Mepbl 3aIUMTHI PEATH3YIOTCS JIPH IIOMOIIM COOTBETCTBYIOIUX
IPOTPaMMHO-TEXHHYECKUX CPEACTE B METOAOB 3allUTEL

llepeveHb HEOOXOMMEIX Mep 3alUUTH HHGOPMAIHK olnpeenseTcs 1o
pesymbraTaM BHYTpeHHCH mposepkd OesomacHoctd HCIIH AO «Iasmpom

rasopaclnpezeneHue Yepkeccky.



2 3apaun C3II/In

OcroBroii nensto C3I1/Ia sBIAeTCA MUHMME3AIMA YINep6a OT BO3MOKHOM
peanusanue yrpo3 6ezonacnoctu I1JH.

Jons ,uocm)iceﬁmi OCHOBHOHU LelH cucTeMa OezomacHocTH IIJIH nomkwHa
obecreunBaTh 3PHEKTUBHOE pelleHHe CSHYIOIINK 3129 :

— S34IllUTY OT BMEMATENbCTBA B mpouece ¢ynknuonuposanus UCITIx
IOCTOPOHHHX JIAL {BO3MOXHOCTS ucnonszoBanus UCTI/H u mocTyn
K ee pecypcaM JO/DKHBI HMETH TOJNBKO 3aperHCTPHPOBAHHBIE
YCTaHOBJIEHHBIM [TOPAIKOM IIOJIB30BATENH);

— PpasrpaHU4e€HHME HOCTYIIAa 3apCrUCTPHPOBAHHEIX TIOJIB3OBATeNell K
alapaTHeIM, IPOrPAMMHBIM U HH()OPMALMOHHEIM pecypcam UCIIx
(BO3MOXHOCTE JIOCTYIIa TONEKO K TEM PECYpCaM H BBINOTHEHHS
TOIBKO TEX ONCpallMid ¢ HHUMH, KOTOPEIE HEOOXOAMMEI KOHKPETHBIM
none3zoBatessiM  UMCIT[H  niig  BRLIDOJHEHHS CBOHMX CIIyxeOHBIX
00S3aHHOCTEH ), TO €CTH 3aIUTY OT HECAHKIHOHHPOBAHHOTO JOCTYIIA:

a) K uBdopMaryH, THpKyIupyrome B TCTIx;

6) cpexcTBaM BEIYHCIHTENBHOM TexHukH MCITIH;

B) aNNapaTHEIM, IPOrPaMMHBIM U KPUITOrpabHIecKiM
CpeCTBaM 3alluThI, ucnonb3yeMiiM B ICITH;

— PCTHCTpanMi0 JeHCTBUM [OJB30BaTeNiell MNpPH  HCIONB30BAHHH
sammmaeMelX  pecypcos UCII[lE B cueTeMHBIX XypHamax u
NEPHOJAMYECKHH KOHTPOIh KOPPEKTHOCTH HeMCTBHI MONb30BaTeNei
CHCTEMBI ITyTeM aHaK3a COASPKHMOT0 3THX XKYPHAJIOB;

— KOHTPOJb IENOCTHOCTH {oOecledeHue HEH3MEHHOCTH) Cpelsl
MCIIOIHEHHA IIPOrPaMM H €€ BOCCTAHOBJICHHE B CIIydYae HapyLICHHS,

— 3alUTY OT HECAHKIHOHMPOBAHHOA MOIMOUKAIMH M KOHTPOIE
uenocTHOCTH Hcnmonb3yembix 8 MCITIH mporpaMMEBIX cpefcTs, a
TAKOKE 3alIMTYy CHCTEMBI OT BHEIPEHHA HECAHKLIHOHMPOBAHHEIX

IIporpamm;



3anuty I1JIH OT yTedxu Mo TEXHHYECKUM KaHATIaM IIPH ee obpaboTke,
XpaHeHHH H Tepefade o KaHalaM CBA3H;

sammty II[H, Xpaummoil, oGpaGaTbiBacMolf M mepenaBaeMoil IIO
KaHajlaM CBA3H, OT HECAaHKUMOHUPOBAHHOTO DaslVallleHHs Wid
HCKa)XCHHS;

obecrieueHre KHBYYECTH KPUITOrpadHIecKux CPEICTB  3alllUTHI
HHPOPMAIHH TIPH KOMIIPOMETALIMY YaCTH KIFOYeBO CHCTEMEI;
CBOCBPEMCHHOE BBIABICHUEC HCTOYHHMKOB yrpo3 Gezomachoctn I1]1H,
MpUHAH W YCIOBMH, CHOCOOCTBYIOMIMX HAHECEHHIO ymepOa
cyobextam I1]1H, coznaHne MexaHH3Ma OIEPATHBHOTO pearupoBaHus
Ha yrpo3sl besonacuocTy ITJIH 1 HeraTURHEIE TEHACHITHH,

CO3/laHMe YCIOBHA A/ MUHMMU3AIHH M JOKAIMZANHHA HAHOCHMOLO
yiep6a HenpaBOMepHEIME AeHCTBHAME (GH3HIECKHX 1 IOPUIHYECKIX
JIHL, OCNAa0JIeHHe HEraTUBHOTO BIHSHKUSA U THKBHAALMA ITOCTECTBHI
HapymeHus 6e3onacwoctu I1]H;

obopyfoBaHKe H OXpaHa IOMELIEHHH, Tae XpaHATCs NEpCOHANTBHEBIE
JaHHEIE;

COOMIOIeHNe TIOpAIKa XpaHeHHd NEPCOHANBHBIX JaHHBIX Ha
OYMaKHBIX HOCHTEIIAX;

coGmoiere MOpANKa XpaHeHHs KIO9ed OT IOMemeHui rie
xpauatcd [1/{y Ha OyMaKHEIX HOCUTENSX;

COOMIONeHNe TOpsaKka paGOTHl HCHONHHTENEH C [epCOHANBHEIME

AaHHBIMU Ha OYMaXKHEIX HOCHTENAX HHOOPMAIIHH.



3 O0BeKThI 3aIHUTHI

Ilepeyens HHPOPMALMOHHEBIX cHETEM
B AO «I'astipom rasopacrpegenerre Yepkecck» HPOH3BOLHTCS o6paboTka

IIEPCOHANTBHBIX JaHHBIX B HH(GOPMALMOHHOM cHcTeMe 06paGOTKH MepcOHATBHEIX
naaaelx (MCIH).
Ilepewens MCIIJu ompexmensercss B IpoLEcce paGOTHl KOMHCCHH, MO

HTOraM paboT KOTOpO¥ cocTaBnsgeTcst akt Kiaccudukarmu UCITg.

IlepeyeHb 00LEKTOR 32 IHTEI
OG6rexTamMu 3aUTH SBNsIOTCS — HH(OpMalws, o6pabarsisaeMast B VICTI/TH,

M TEXHWYECKHEe cpelicTBa ee o0paboTkd u 3amuTH. CHOHCOK MepCOHATBHBIX
JaHHEBIX, NMOZJIEXKAIUe 3aliuTe, ompefeneH B IlepeuHe nepcoHANBHBIX MaHHBIX,
moanexamux samure B UCTII,

OO0BeKTH 3aIHTEl BKIHOYAIOT:
O6pabaTeiBacMas HHGOPMAITHL.

Texromoruueckas uHGOPMAIHS,

-

ITporpaMMHO-TEXHHYECKHE CPeACTBA 0OOPaOOTKH.

Cpenctsa 3ammrer IT/1H,

Kananer uadopManimoEHOro 06MeHa 1 TENEKOMMYHVKAIIMH.

S N S

O6BEeKTEl W TOMeNIeHHsA, B KOTOPBIX pa3sMELIEHE KOMIIOHEHTH

HUCIIg.



4 Kaaccnduxanus noaszosareneii HCIIn

[Tonp3oBaTenem HUCT T SIBIIIETCS JTHIT0, YYaCTBYIOIIEe B
(QYHKUHOHMPOBAHUM HH(OPMALMOHHON CHCTEMBI NEPCOHATBHEIX NAHHBIX HITH
MCIONB3YIOIee Pe3yNbTaTel ee (QyHKUMoHHpoBaHus. [lonpsosatenem MCIIIn
sABisiercs 6o cotpynauk AO «I'asmpoM rasopacrpeneneHne Uepkeccky,
umeromud poctyn Kk UCII/IH u ee pecypcaM B COOTBETCTBHH ¢ yCTAHOBICHHEIM
IOPSAAKOM, B COOTBETCTBUU C €r0 (PyHKUHOHATLHLIMY O0s3aHHOCTSIMH.

[Tonezosarenu UCIT/IH fendrcs Ha TPH OCHOBHEIE KATETOPHH:

AMmuHMCcTpaTOop HHMDOPMATHOHHOH 6e30IaCHOCTH.

Corpymuuxku  AO  «l'asmpoM  rasopachpefeneHme  Uepkecck, KOTOPEIE
3aHMMAIOTCS ~ HACTPOHKOH, BHEIApEHHEM W  CONPOBOMCIGHMEM  CHCTEM
6esomacHoctu. AnmurrcTpaTop Mb o6lafaeT CleAyIomuM ypoBHEM JOCTYIIA:
— obnamaer mnonHod wuHQOpPMam¥el O CHCTEMHOM H NPHKIATHOM
nporpaMMHoM obecnieuenuu MICITIH;
— obnagaer nonHo#f wuHObOPMAlMed O TEXHWYECKMX CpejcTBaXx H
koH¢urypanuu UCIT/IH;
— HMEeT JOCTYI KO BCEM TEXHMYECKHM CPEICTBAM 00paboTKH
uHGopmauyu 1 naneemM UCTx;
— He obmagaeT mpaBaMu KOHQOHIYPHPOBAHKS W aIMHHMCTPATHBHON
HacTpoMku Texaudeckux cpencts MCIT/Ix.

Anmuanctparop UCITH,

Corpynruxun  AO «[asmpoM rasopacrpefiencHue Uepkecck», KOTOPHIE
3aHHMAIOTCA COIPOBOXKACHUEM IIPOrPaMMHOTO 06eCIIeUeHHS.
Anmunuctparop MUCIT{x o6nagaeT cIenyromumM ypoBHEM JOCTYIA:
— obnanaer uHpOpMarmel 06 aNropuTMax M HporpamMmax oOpaGoTkud
undopmanuu Ha VCI /Ty,
~ o0naxaer BO3MOXHOCTAMH BHECEHHS OIIMGOK, HeJeKIapHPOBaHHEIX

BO3MOXHOCTEH, IPOrPaAMMHEIX 3aKJIalOK, BPEIOHOCHEIX TPOTrPaMM B



nporpammuoe obecniewenne HCIIJn Ha cragum ee paspaBorky,
BHEAPEHHUSA H COIIPOBOKACHIS;

— MOXET pacmonarate IroObIMM (parMeHTaMH HHGOPMAmHH O
tononorur MCTIJIE u TeXHuuecKHX cpencTsax o6paboTKH U 3aIquThl
I1TH, ob6pabateiBaemeix B ICITIH;

— ofnamaeT TmpaBaMH KOHOUTYPHPOBAHHS U  AJMHHHCTPATHBHOIM
HacTpOHKH TexHudeckux cpenacte UCII .

Onepatop UCTIH.

CoTpynuukM mofpasaeneruii AQ «I"asnpom rasopacnpenenenne Yepkecci»

ydacTByromux B nporecce skcruryaranuu UCILIE. Oneparop UCII/Iu o6nanaet
CIEOYIOIMM YPOBHEM JOCTYIIA:
— olnaznaeT BceMu HeOOXONUMEIME aTpHOyTaMu (HapUMEp, napolIeM),
00eCTIeYNBAIOIMME JOCTYI K HEKOTOPOMY [OAMHOXecTBY T1IH;

— pacroliaraet KOHCI)I/I,Z[GHHH&]IBHBIMH AaHHBIMH, K KOTOPBIM HMEET

JOCTYIIL.



5 OcHOBHEIE IPHHIHNBI HOCTPOCHANA CHCTEMbI KOMILIEKCHOM 3aATHI
AHpopMaHH

Hoctpoenue cucreMbl obecmeuenust GesomacHoctm IIfla HMICHIa AO
«I'asrpoM rasopactpenenchne Uepkecck» U ee (GyHKIMOHHPOBAHHE IOJDKHEI
OCYIIECTBIATECA B COOTBETCTBIHM CO CIIEAYIOIHME OCHOBHEIMUE [TPHHITUIAMH:

— 3aKOHHOCTE; |

— CHCTEMHOCTE;

— KOMIIIEKCHOCTE;

— HeIpepsIBHOCTD;

— CBOEBPEMEHHOCTE,

— IPEeEMCTBEHHOCTE H HENPEPBIBHOCTE COBEPINEHCTBOBAHMUS,
— IMEepCOHANBHAA OTBETCTBEHHOCTS,

— MHHHUMU3AIHA [TOTHOMOYHIA;

— B3aUMOJEHCTBUE U COTPYAHUYECTBO;

~ IuOKOCTH CHCTEMEI 3AIIIUTEHL,

— OTKDHITOCTE aITOPUTMOB U MEXaHHU3MOB 3aIllUTEL,

— MIPOCTOTa MPUMEHEHHS CPEACTB 330U TH;

— Hay4Has 000CHOBaHHOCTE U TEXHHYECKAs Peaiu3yeMOCTh;
— CHelHanu3anys U npodecCHOHAINIM;

— 00A3aTeNBHOCTD KOHTPOIL.

3akoHHOCTH
llpennonaraet ocymiecTBieHMe 3aIMTHBIX MEPONPHSTHA M paspaGoTKy

C3I1An AO «I'asmpoM rasopacnpegencHue Uepkecck» B COOTBETCTBHH ¢
JEHCTBYIONMM 3aKOHONATENECTBOM B o0nacTd saumThl IIJ[H H ApYyTrux
~ HOPMAaTHBHBEIX aKTOB IO 0e30MacHOCTH HHGOpMAIHH, YTBEPKIECHHEIX OpraHaMH
rOCYHapCTBEHHOH BIIACTH U YIIPaBIIeHUS B IIpPeaeiaX WX KOMIIETeHITHH,
Homns3zoBatenu u obcmyxuparommit epconan IIMu UCTIa AO «[asnpom
rasopacnpexneneHue Geprecck» HOMKHEI OBITh OCBEIOMIICHB! O IOPAIKE PaGOTHI C

3aIUINacMOK HH(pOpMalHell 1 06 OTBETCTBEHHOCTH 3a HapyIIEHHE HOPSIKa

samruTel TT/TH.



Cucremuocrts
Cucremupli  momxox k  mocrpoenuro  C3I[IJx  AOQ «["azmpom

razopacnpefencHie Uepkecck» MNpeAnonaraeT yd4eT BCEX B3aMMOCBS3aHHbIX,
B3aUMOJICHCTBYIOIMX M H3MEHAIOIMXCS BO BPEMEHH HIEMEHTOB, YCIOBHH H
(haKTOpOB, CYIIECTBEHHO 3HAYMMEIX IS IOHHUMAaHUS M PpeNIeHHs MpoGIeMsl
obecrievenus Gesomacuoctu ITIn UCIIIE AQO «a3mpoM rasopacipe/ieiienue
Yepkecck».

Ilpy co3maHMHM CHCTEMBI 3aIlUTHI JO/KHBI VYMTHIBATHCS BCE Cladble M
Hauboliee ys3BUMEIE MeCTa CHcTeMsl oOpaborku IIJlH, a Takxke xapakrep,
BO3MOXKHBIC OOBEKTHI W HAIPaBIEHHUA aTaK Ha CHCTEMY CO CTOPOHBI HapyIIHTeNel
(ocobenHO BEICOKOKBaTH(GUIMPOBAHHEIX 3JIOYMBILLIEHHHKOR), IyTH
NPOHMKHOBEHUS B pacmpezencHuble cucTeMbl B HC x undopmarmu. Cucrema
3aMIUTHl JOJDKHA CTPOHTBCHS C Y4eTOM HE TOJNBKO BCEX U3BECTHBEIX KAHAIOB
nponukHoBeHHd 1 HCJI x uadopMaunn, HO U ¢ y4eTOM BO3SMOXKHOCTH TOSBICHHS
NPHHIUITHATBHO HOBBIX ITyTeH peamn3aluy yrpo3 0e30NacHOCTH.

KommilekcHoCT
KomMmmekcHOe HCTIONB30BaHHE METONOB M CPEACTB 3aIllUTHI IpeAnoIaraeT

COTNIaCOBAHHOE IIPUMEHEHHE PA3HOPOIHEIX CPEACTB HPH IOCTPOSCHHH LEIOCTHOM
CHCTEMBI 3alllUThl, MEePEKPHIBAIOIIEH BCE CYIIECTBEHHEIE (3HAYMMEIE) KaHAJEL
peallM3ailii YIpo3 M He conepkailell cnabbiX MeCT Ha CTHIKAX OTOENBHBIX ee
KOMIIOHEHTOB.

3amra J0JDKHA CTPOMTECS SUIETOHHPOBAHO. [ KaXI0T0 KaHANA YTEUKY
HHQOPMAlMK ¥ [V KaXmoi Yrpossi Ge30MacHOCTH AOKHO CYIIeCTBOBATH
HECKOJIBKO 3aIUTHbIX py6eixel. CosmaHue 3aUTHEIX pySexell ocymecTBIIeTcs C
Y9€TOM TOro, 4To0bl Ui HX NPEOTONEHHS MOTEHUHATLHOMY 3JIOYMBIIIICHHUKY
TpeOOBAHCE MPOGECCHOHANLHLIE HABBIKM B HECKONBKHX HEB3aHMOCBI3aHHEIX
oOnacTax.

BHemnda 3amura JoDkHa oOecrieudBaThCd (BHINYSCKUMMU CpeliCTBaMH,
OpraHW3allHOHHBIMY K [IPABOBBIMH MepaMH. OIHHM W3 HaubGollee yKpEILICHHBIX

pyOexeli IpusBaHEl OBITH CPENCTBA KPHITOrPa(HUIECKOil 3aIHTHL, Peali30BaHHELe



¢ HCmoNb30BaHMEM TexHonorud VPN, IlpuximamHo#t ypoBseHp 3aIllHTEL
YYUTBHIBAIOIIANH OCOOEHHOCTH IIpeaMETHOH 06IJacTH, [IpeIcTaBIseT BHYTPEHHMH
py6ex 3alUTEI.

HenpepriBrocts 3amuter Il
3amura IIJlH ~ He pa3oBoe Mepompuarve W He NpocTas COBOKYITHOCTD

IPOBEACHHBIX MEPOIPHATHH U YCTAHOBIEHHBIX CPEJICTB 3alUTHI, 4 HENPEPHIBHBLI
UETIEHAMpPABICHHBI! TPOLEce, MPeANoNaraloyil MPHHATHE COOTBETCTRYIOIIHX
MeEp Ha BCeX dramnax xuseeHHoro mukia VICITH.

NCII[lH nomKHBEI HAXOQHTECS B 3AINHINEHHOM COCTOSHHM Ha MPOTIXCHMUH
BCEro BPEMEeHH HX (QYHKUWOHHpPOBaHWA. B COOTBETCTBHU C 3THM MPHHIHIIOM
AOJDKHBI TIDHHMMATBCS Mephl 10 HedomymeHHio nepexoga HMCIIIH B
HE3aNMIIEHHOE COCTOSHHUE.

BOJIBINMHCTBY ~(QH3MYECKHX M TEXHHYECKHX CPEACTB 3aliiThl JJid
3¢ GeKTUBHOrO  BHUIIONHEHHS CBOMX QYHKUMI Heo6XOZMMa [OCTOAHHAS
TEXHAYECKAad M OpraHu3alvoHHasd  (aAMMHHCTDAaTMBHAs)  MOZAEpXKKa
(cBOeBpeMeHHaA cMeHa M obecmedeHne NMPaBHILHOTO XPaHEHHA ¥ NPHMEHEHHS
MMEH, Tapole, KIoYeld WHpoBaHus, MepeonpeaeleHHe MOIHOMOYHE U T.IL.).
IlepepeiBbl B paGoTe CPEACTB 3alUMUTBl MOTYT OBITH  KCIIONB30BAHEL
3MOYMBINIICHHUKAMY AJIsl aHAIM3a NPUMEHSIEMBIX METOINOB M CPEACTB 3allliThl,
A7 BHEJIPEHHS CIICLMAIBHBIX IPOTPAMMHBIX M alflapaTHHIX "3aKnagok” W Apyrux
CPeICTB  NPEOJONEHHS  CHCTEMBl 3alMTEl [OCJIE  BOCCTAHOBIGHHSA €€

dYHKLUHOHHPOBAHUS.

CBoeBpeMeHHOCTH
Ilpennonaraer ynpexnaromuii xapakTep Mep obeclieueHHs Ge30MacCHOCTH

H/IE, TO ecTh MOCTAaHOBKY 33134 Mo KoMIneKcHo# 3amurte UCITIn u peanusanuio
Mep obecriedenns GezonacHocTu ITJIH Ha pasHuX cragusx paspaborku MCIIIH B
[EJIOM | €€ CHCTEMBI 3all[UThl HHGOPMAIHH, B YACTHOCTH.

Pa3paboTka CHCTEMEBI 3aIIUTE! JOIKHA BECTHCH NAPAILIENEHO ¢ paspaGoTKoi
H pasBUTHEM CaMOH 3all[UINaeMON CHCTEMEBI. JTO MO3BOIHT yUeCTh TPeGOBAaHMA

$€30IacCHOCTH IIPH NPOEKTHPOBAHKUM APXUTEKTYPHl H, B KOHEYHOM CYeTe, CO3IaTh



Gonee s¢dexTHBHBIE (KAK 0[O 3aTpaTaM peCypcoB, TaKk W IO CTOHKOCTH)

3a0TUIHCHHBIC CUCTEMEL.

IIpeeMcTBeHHOCTE H COBEPINEHCTBOBAHME
IIpenmonaraioT MOCTOSHHOE COBEPIICHCTBOBAHHE. MEP M CPEICTB 3aIUTEI

HHOOPMAanMM Ha OCHOBE IIPEEMCTBEHHOCTH OpPTaHM3aNHOHHEIX M TEXHHUECKHX
peIleHuH, KaApOoBOTO COCTaBa, AaHANIHA3a @yHKHHOHdeBaHm UCIIH u ee
CHCTEMBI 3aIlUTEl ¢ YYeTOM H3MEHEHHWH B METONaX H CpEACTBax IEpexBaTa
MHOOpMalMy, HOPMATHBHBIX TpeboBaHMI [0  3aliUTe, JOCTHTHYTOLO
OTE€YECTBEHHOIO U 3apyOeKHOr0 OIBITa B ATOH 00nacTy.

. HepCOHaJ'lBHaﬂ OTBCTCTBEHHOCTH
Hpez[no.uarae’r BO3IIOXKCHHE OTBETCTRCHHOCTH 3a obecrmeyerne

OesomacHoctd II[JH u cuCTeMBl HX 06paGOTKH Ha KaXIOTO COTPYIHHKA B
Ipefenax ero MOIHOMOYHHA. B cOOTBETCTBUM ¢ 3THM NIPHHUMIIOM paclipeneeHHe
npaB # 00A3aHHOCTEH COTPYAHUKOB CTPOHMTCH TAaKUM 00pa3oM, 4Tobbl B CIydae
modOro HapylIeHHs Kpyr BHHOBHHKOB OBLT YETKO H3BECTEH WIH CBEIEH K

MUHHMYMY.

Hpuanmm MUHEMHB3AHEA TOJXHOMOYHI
OsHayaeTr NpeoCTaBIeHAE TONB30BATENIM MUHHMAIBHBIX IPaR JOCTYIIA B

COOTBETCTBHH C [IPOU3BOACTBEHHON HE0OXOMMMOCTBIO, HAa OCHOBE NPHHIMITA «BCE,
4TO HE pa3penieHo, 3alpellcHO».
Hocryn x IIJIH Mo/DKeH OpeAoCTaBIsTLCA TOMBKO B TOM ClIydae B o0BeMe,

€Clll  3TO HeOGXO,I[HMO COTPYAHUKY AOJ4d BBHOIONHEHHS €ro JOIXHOCTHBRIX

00sA3aHHOCTEH.



BzanmopeiicTBHe # COTPYAHHYECTBO
Ilpeamonaraer cosgaHue OIArONpPUATHON aTMocdepbl B KOJNIEKTHBaX

nofpasieneHui, obecnedusarommx gesrensHocth MCIIIE  AO  «asnpom
rasopacnpenenenne Uepkecck», IS CHIDKCHHS BEPOSTHOCTH BO3SHHUKHOBEHUS
HEraTHBHBIX AeHCTBUN CBA3AHHBIX C JEIIOBEYECKHM (aKTOPOM.

B Takol 0OCTaHOBKE COTPYIHHKH JOJDKHEI OCO3HAHHO COGIIOAATH
YCTAaHOBJICHHbIE IIPaBMJa M  OKAa3bIBaThb COAEHMCTBHE B  JIeSTEIBHOCTH
OJPAa3IEICHUH TEXHUYECKOM 3aUThH HHE(DOPMAIIHH.

I'ndxocth eHerembl 3amuThl I IH
IlpunsTele Mephl M YCTaHOBIEHHEIE CpPECTBA 3all[HTHL, OCOGEHHO B

Ha9aJIbHBIH [EPHOM MX JKCIUTYaTallHH, MOTYT 00eCIeuHBaTh KaK Ype3MepHBIi, Tak
U HENOCTATOYHEIH ypoBeHb 3amThl. Ja obecnedeHUs BO3IMOXHOCTH
BapbHPOBAHUA YPOBHEM 3allMINEHHOCTH, CPEACTBA 3alllUTHI JOJDKHEI O0IanaTh
ompefeneHHOM rHbOxocThio. OCOGEHHO BaXHBIM 3TO CBOMCTBO ABISETCA B TEX
CIyJadX, KOTZa YCTQHOBKY CPEJCTB 3alIMTHI HEOOXOAWMO OCYIIECTBIATH HA
paborafolryro  CHcTeMy, He  Hapyllas ~IpoLecca ee  HOPMAIBHOTO

dYHKUHOHHPOBAHHS.

OTKpLITOCTb AJITOPHTMOB H MEXaAHH3IMOB 3aIllHTLI
CYTB IIPUHITHTTA OTKPBITOCTH AJITOPHTMOB U MEXAHW3MOB 3alllUTEI COCTOHUT B

TOM, YTO 3alllATa He MOMKHa OOEeCIedMBATBCA TONBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOH OpraHd3allMd M AJTOpUTMOB (YHKIHOHMPOBAHMSA €€ MOACHCTEM.
3Hanpe anropuTMOB pabOTEI CHCTEME! 3AIMUTE HE JOJDKHO NABATh BOIMOKHOCTH
ee TpeofoneHus (faxe aBTopam). OXHAKO, 9TO HE 03HAYAET, YTO MH(POPMAIAL O
KOHKPETHOM CHCTeMe 3alUTH JOJDKHA OBITH 00IeI0CTYIIHA.

IIpocToTa NpHMEHEHHS CPEACTB 3aUHTHI
MexaHU3MBl 3alIMTHl NOJDKHEI OBITh MHTYHTHBHO IOHSATHEl M IIPOCTH B

HCTIONB30BaHKH. IIprMeHeHre cpelcTB 3alMTHI HE JOMKHO OBITH CBA3AHO CO
3HaHHEM CIIEIHATBHBIX S3BIKOB MIIH C BEIIONHEHHWEM NeHCTBUl, TpebGyrommx

BHAYMTENBHBIX  JIONONHMTENBHBIX  TPYyAO3aTpaT IpH  OOBIMHOK  paboTe

3APErHCTPHPOBAHHEIX YCTAHOBICHHBIM IOPAAKOM IIONL30BaTelci, a TAloKe HE



JIOJDKHO TpeOOBATh OT IONB30BATENS BBITIONHEHHS PYTHHHBIX MATOTIOHATHEX eMy
onepauui (BBOJ HECKOJIBKHX [ApoNieil ¥ UMEH U T.1.).

HomKHa JOCTHraThcs aBTOMATH3AUHA MAKCHMAIBHOIO HHCIA IeHCTBHIA
ONIB30BaTeNIed ¥ aqMuHUCTpaTopoB UCIT/IH.

Hay4nasi 060CHOBaAaHHOCTE H TeXHHYECKAs] peaIH3yeMOCTh
HNudopManHoHHbIe TEXHOIOTHH, TEXHHUECKHE H TIPOTPaMMHEIE CPENCTBA,

CPEACTBA M MepBl 3alUTHl HH(pOPMAlUH JO/DKHEI GBITh peamH30BaHBl HA
COBpEMEHHOM YPOBHE Pa3BHTHA HAayKH U TEXHHKH, HAYYHO OGOCHOBAHEI ¢ TOUKH
3peHUS NOCTHXXECHHA 3aJaHHOrO YpOBHA 0€30IIaCHOCTH HHMOPMANHMH H JOJKHEI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM X TpeOOBaHMAM IO 0e30IaCHOCTH
I11a.

C3IIIH pomxHa GBITH OPHEHTHPOBAHA Ha PEIICHHS, BO3MOKHbIE PHCKH ATA
KOTOPBIX M Mephl IPOTHBOAEHCTBUA JTHM DPHCKaM IIPOILIH BCECTOPOHHIOI
TEOPETHYECKYIO U IIPaKTHYECKYIO IIPOBEPKY.

Chnenuaauzanusa H npogeccHoHAIH3M
Ilpenmonaraet npusieveHHe K paspaloTKe CPENCTB M pealn3allid Mep

3aIUTEl  HMHGOpPMAlMH  CHeNHaNW3UPOBAHHBIX  OpraHm3anmii, Hambojee
HOATOTOBIEHHBIX K KOHKPETHOMY BHAY MOeATEIBHOCTH MO O0eCHeYeHHto
6esonacHocTu ITJIH, IMEIOMMX OMBIT NPAKTHIECKOH PaGOThl M rOCYapCTREHHYO
JMICH3UWIO Ha IIpaBO OKasaHMA YCOyr B 3Tod o6mactd. Peanwzamus
aIMUHUCTPATHBHEIX Mep M  3KCIUIyaTaluss CPEeACTB  3allluThi  JOJIKHA
OCYINECTBIATECA MPO(ECCHOHANBHO IOATOTOBIEHHLIMHM cremuanuctamMu  AQ
«["asnpomM rasopacnpeneneHue Yepkecck».

Obs3aTeLHOCTE KOHTPOIA
IIpeamonaraer 0043aTeLHOCTE U CBOEBPEMEHHOCTH BBIABICHHA U

[IPECCYCHU TIONBITOK HAPYMICHMs YCTAaHOBICHHBIX IpaBui ofecledeHHs
6ezomacaoctu IIJTH Ha OCHOBE HCHONL3YEMBIX CHCTEM U CPEIOCTB 3aIl[AThI
MHQOPMAKMM TIPH COBEPIICHCTBOBAHHM KPUTEPUEB M METOIOB  OILEHKH

3(QPEKTUBHOCTH 3TUX CHCTEM ¥ CPEICTB.
KOHTpONb 32 NEATeNBHOCTRIO JIOGOr0 MOIB30BATENs, KAKIOTO CpPefCcTBa

3aIUTHEl U B OTHOLICHHH J000r0o 00BEeKTa 3aTUTEL JOKCH OCYIIECTBIATECH HA



OCHOBE NPHMEHEHUS CPEACTB OIIEPaTHBHOIO KOHTPOIIA H PETHCTpallH U JOJLKEH

OXBaTbIBaTh KakK HECAHKIIMOHHPOBAHHEIE, TaK W CAHKITHOHHPOBAHHEIE NEHCTBHA

IIOJL30BaTENEH.



6 Mepbl, MeToaBI H cpecTBa ofecniedenus: TpeGyeMoro ypoBHs
3aIIHIIeHHOCTH

Obecneaenue TpeGyeMOro YpoBHS 3allUIIEHHOCTH JOJDKHOCTH TOCTHTAThCS
C WCIOONL30BAHHEM Mep, METONOB ¥ CpeAcTB OezomacHocTH. Bee Mepsl
obecneuenns 6esonacHoctd UCII(H moapasaeiroTes Ha:
— 3aKOHOJATEIbHEIE (IIPABOBEIE);
— MOpanbHO-ITHYECKHE,

— OpraHH3alHOHHEIE (aAMUHHUCTPATHBHEIE);

buznueckue;
~ TEXHHMYeCKUe (anmapaTHele H IPOrpaMMHBIE).

3akoHoAaTeaBHEIE (IPAaBOBbIE) MePhI 3AIIHTHI
K npaBoBbIM MepaM 3amiuTHl OTHOCSTCHA ASHCTBYIONIHE B CTPaHE 3aKOHEL

YKa3Bl M HOPMaTHBHBIE aKTEHI, PeriiaMEeHTHPYIOmHe NpaBiia obpamenus ¢ I1/1H,
3aKPEIULIFOIIHE TPaBa U 00S3aHHOCTH YYaCTHUKOB HH(MOPMAITHOHHLIX OTHOIICHHE
B Ipoliecce ee OOpabOTKM M HCNONB30BaHHS, 4 TAaKKe YCTaHABIHMBAOIIHE
OTBETCTBEHHOCTH 34 HapyIIeHHs O3TUX IPaBUI, HPEIATCTBYS TeM CaMBIM
HEIpaBOMEpHOMYy HCmoNib3oBanmio IIJlH m  sgBImOUmEecs  chepKUBarOMIUM
GaKTOpOM I MOTEHIUAIBHEIX HAPYIIHTEICH.

IlpaBoBble Mepel 3aMTEl  HOCAT B  OCHOBHOM  YIIpeXIaronuii,
NPOQUIAKTHICCKHH XapakTep H TpeOYOT MOCTOSHHON PasbACHHTENEHON paGoTHI ¢
TOJIB30BaTEIMU U 06CITYKUBAIOLIUM IIEPCOHANIOM CHCTEMBL.

MopanbHo-3THYeCKHE MePhI 3aIHThI
K' MOpaibHO-3THYECKHM MepaM OTHOCATCS HOPMBI [OBELEHMS, KOTODbBIE

TPaAUIIHOHHO CIIOXKUIMCH WK CKIaJBIBAIOTCA 10 Mepe pacnpoctpaHenns JOBM B
CTpaHe MM oOmecTBe. OTH HOPMBl OONBHIEH YacTRIO HE  SBIAIOTCH
00S3aTeNBHEIMM, KaK 3aKOHOMNATENBHO YTBEPXACHHBIE HOPMATHBHBIE aKTEL
OJTHAKO, MX HecOoOMmoJeHHe BeAeT OOBMHO K IACHHI0 aBTOPHUTETE, IPECTHKA
Ye/I0BEeKa, IPYIIIBI TN WK OpraHu3aiyi. MopansHO-3THIECKUE HOPMBI GBIBAIOT

KaK HEITHCaHbIC (HaanMep, O6ILIerH3HaHHBIe HOPMBEBI YE€CTHOCTH, ITIATPHOTH3IMA H



T.IL.), TaK W IIUCAHEIE, TO €CTh O(YOPMIICHHEIC B HEKOTOpHI CBOJ (YCTaB) IIPaBHII
MY IIpeRIHECaHu,

MopansHo-3THYeCKHE MepHl 3all[UTHl SABIAIOTCH NPODUIAKTHIECKHMH U
Tpe6YIOT MOCTOAHHOM paboTEI MO CO3MEHUIO 30POBOTO MOPATBHOTO KIMMATA B
KOJUIEKTHBAaX IOApasfelicHuid. MopalbHO-3THHECKHe MepPHl 3aILHTHl CHIDKAIOT
BEPOATHOCTH BO3HHKHOBCHHA HErATHBHEIX JCHCTBHH CBA3AHHLIX C YEIOBEYECKHM

(aKToOpoOM.

Opranusanunonnkie (A IMEHHCTPATHBHBIE) MEPhI 3aLIHTHI
Opranusalvonsble  (2AMHHECTPATHBHBIE) MepHl 3alllUTHl - 3TO MepHl

OpPraHU3alOHHOTO Xapakxrepa, perlaMeHTHPYIOUIHE IIPOLIECCHI
dynxupornposanus UCII/IH, ncnonksosanue pecypcor WCIIH, nesTeabHOCTD
00CITYKHBAIOIEro [epcoHala, a TAkKe OPSAOK B3aUMOIeHCTRHS MOjIb30BaTelell
¢ UCIT/TH TakuM o6pazoM, 4To6GEl B HaHOONBINEH CTENEHH 3aTPYAHHUTH HIK
HCKIIFOYHTE BO3MOXXHOCTh PEANH3aliK YTP0o3 O€30NacHOCTH MM CHH3UTH PasMep
IIOTEPE B CIIyYae X peari3aliii.

I'maBHass uenb aJMUHUCTPATHBHEIX Mep — chopMupoBats IIoTHTHKY
uH(opManvionnoli OesomacHocty ITJIH (oTpakarollyro IIOAXOOB! K 3aluTe
HHQOpMAlHUH) U 00ECTIeYNTs e BHIIONHEHHE, BRIl HeOGX0MUMEIE PECYPCHl U
KOHTPOJIUPYS COCTOSIHHE e

Peamuzanusa Ilomuruxn mHGOPMAITOHHON Ge30MacHOCTH I'I,I[H B UCIIx
COCTOAT U3 Mep aJ]MHHUCTPATHBHOTO YPOBHS 1 OPraHU3aI[MOHHEIX (IPOIEeTypPHBIX)
MED 3aIMUTH UHOOPMAIIHH.

K agMMHHCTPaTHBHOMY YPOBHIO OTHOCSTCA pEHIEHHsS pPYKOBOACTEA,
sarparuBaromue aearensHocts UCILIH B nemoMm. D1H pemneHns 3aKpErUIsiOTCs B
Honutuke nHGOpMauOHHOH GesomacHocTH. [IpUMepoM Takux pemieHHit MOryT
OFBITE:

— TNPHHATHE PellleHys o GOPMHUPOBAHMH HIIU EPECMOTPE KOMILIEKCHO
nporpamMmel  obecriedenmns  OesomacHoctd IIJ[H, ompenenenue

OTBETCTBCHHEIX 34 ¢¢ pPCaTH3allHIO; A



(opMynupoBaHue  menelf, IOCTAHOBKA 3a7a4, ONpEAeNCHHE
HanpaBleHHi JeATeIBHOCTH B obnacTH OesonacHocTH I1]1H;
NPHHATAC peIleHAH M0 BOMPOCaM pealH3allidl  [pOrpaMMEI
0e30MacHOCTH, KOTOPEIE PACcCMATPHBAIOTCA Ha ypoBHE AO «["azpoM
rasopacrpeznenesue Yepkeccky B LIEIOM;

obecriedeHHe  HOPMAaTHBHOH  (IpaBoBoif)  6a3sel  BOIDPOCOR

0e30MacHOCTH U T.11.

IlonuTrka BepXHErO ypOBHA JOIDKHA YETKO OMEPTHTH cdepy BIMAHHA U

OrpaHHYeHMs IpH ONpejelieHHH nenel GesomacHocTy [1/IH, onpemennTsh KaKHMMH

pecypcamu (MaTepuajbHble, IEePCOHAN) OHM OyOyT NOCTHTHYTHI H HaiTH

pa3syMHBIH

KOMIIDOMHCC MEXIy INpHEMIEMbIM YpOBHeM O€30IacHOCTH H

dbyaxnuonansHocThio MCITTH.

Ha opranusalMoHHOM ypOBHE OIpENENAOTCS UPOLEAYPH U IIpaBuia

JIOCTIDKEHHS Lenel v pemenus 3ana4 IlomuTuky nabpopMaIiHoHHoH Ge30IacHOCTH

IIT8. OTH npaBuia onpeneadioT:

KaKoBa 001acTs MPUMEHEHHS OMUTHKH GezonacHocty I1]1x;

KaKOBbI PONM U OOS3aHHOCTH JOKHOCTHBIX JIMIl, OTBEYaloIIHe 3a
IpoBeACHHE MONUTHKE Oesomacrocty I1/IH, a Tak e uX yCTaHOBHUTH
OTBETCTBEHHOCTD;

KTO uMeeT IipaBa goctyna K [1]1x;

KaKHMH MEpaMH H CpeJcTBaMH obecnieduBaeTcs 3ammura [1/[H;
KaKdMH MepaMH K CpeACTBAMH o0eclle4nBaeTcad KOHTPOIL 32

COGJ'IIOJIEHPIGM BBEACHHOIO PCKHMaA 6€30IMacHOCTH.

OpraauzanHoHHBIE MEPBI JOXKHEL:

OpeNyCMaTPUBaTh  PErTIAMEHT  MHQOPMANMOHHLIX  OTHOIICHHIA,
HUCKIIOYAIOMIUX BO3MOXHOCTh HECaHKIIMOHHUPOBAHHBIX JEHCTBHI B
OTHOIIIEHHH 00BEKTOB 3aIIIUTHI;

OIpeNeNATh KOAIHIMOHHBIE H HepapXudeckue MPHHLUIE! ¥ MEeTOXEI

pasrpaHH4eHuA qocTyma K [1/1x;



— OIpCACHATE ITOPATOK paﬁoTBI ¢ IIPOrpaMMHO-MaTEMATHYCCKHMH H

TEXHUYESCKUMH (aIIapaTHBIE) CPeICTBAMH 3alUThHl U KPHITO3ALIUTEL
U JpyIruX 3aXUTHBIX MEXaHHU3MOB,

opraHusoBatk Mepbsl npotuBofeictBus HCJ[ momp3oBarensMu Ha
ITanax ayTeHTUhUKALUY, aBTOPU3AIIMH, UIECHTHQHKALIHH,
00EeCHeHBAIIIX TAPAHTH DEATH3AIIHH IIpaB U OTBETCTBEHHOCTH

cyOBeKToB HHGOPMANMOHHBIX OTHONICHUH,

Opl"aHHE}aI.IHOHHBIe MEPEL JOJIXKHEL COCTOATh H3!

peryiaMenTa noctyna B noMemeHust UCI I x;

IOPSIIOK TOIYCKa COTPYAHUKOB K HCIIONB30BaHUIO pecypcos UCIT(u
AQ I'asnpoM razopacnpegeneHue Yepkecck»;

pernaMeHTa INpoHEeccOB BeAeHMS 0a3 MaHHBIX U OCYLUECTBICHMS
MoauGUKAIIMHA HHOOPMAIHOHHEIX PECYPCOB;

perilaMeHTa  IpoleccoB  OOCHyXKHMBaHHS ¥  OCYIIECTBICHHS
MOAUGUKAITMH alllapaTHEIX U IpOrpaMMHBIX pecypcos MCTTTx;
uHeTpykumii monesoBatened MCITHH (agvunuctparopa HMCITH,
aIMHHMCTpaTOpa Oe30acHOCTH, onepatopa UCITIn);

HHCTPYKLMS TONK30BATENIl IPH BO3HHKHOBEHHH BHEINTATHBIX
CUTYaIui.

HMHCTPYKIHA IO pasMellleHHIo, 000pyIOBaHUIO B OXpaHe IMOMEICHHI,
IJle XPaHATCs IIEPCOHANBHBIE JaHHEIE, 10 XPAaHEHHIO [ePCOHANBHBIX
JAHHEBIX Ha OyMa)KHBIX HOCHTEIIX M IOPAAKY paGoTHl HCIIOIHHTENEH
¢ MEPCOHANBHBIMU TaHHBIMH Ha OyMaXKHBIX HOCUTENSX HH(OOPMALIHH.

DuznvecKue MEPEBI 3alIUThI

duzndyeckue MCPBI 3alllHTEl OCHOBaHBl HA IIPUMEHEHHH pPa3sHOro pojaa

MEXaHUYECKHX, JNMEKTPO- MIM DIEKIPOHHO-MEXaHHYECKHX YCTPOMCTE H

COOpYXeHHH, CIeUaNbHO NpPEAHA3HAYCHHBIX U4 CO3HAHHA (QHIMIECKHX

I'IpCIIHTCTBHfI Ha BO3MOXKHBIX ITYTAX IIPOHHKHOBEHHUSA H JOCTYIIA MOTEHIAIEHEIX

HapyILIHTeIeH K KOMIOHEHTaM CHCTSMEBI H 3aulpinacMoil mHbopManyM, a TaKKe



TeXHWYECKHX CpPEeACTB BU3YaJdbHOrO HAOMIOMEHMS, CBA3M M OXPaHHOH
CHTHANIM3alHH.

dusuueckas 3al0HTa 30aHWI, [IOMEINEHHH, OOBEKTOB U  CPeiACTB
HH(pOPMaTH3ALUU JOJDKHA OCYIIECTRIATECA myTeM YCTaHOBIICHHUA
COOTBETCTBYIOIIMX IOCTOB OXPAHHI, .C IOMOLIBIO TEXHHYECKUX CPEACTB OXPaHEI
W TOGBMH IPYTHMH CrHocobaMu, NpeJOTBPAIAROMMK HIIH CYLIIECTBEHHO
3aTpyAHAIOLIMME IIPOHUKHOBEHHWE B 37aHHe, NOMEILIeHH:A MOCTOPOHHMX JIHL,
XUIIeHHe HHOOPMALMOHHBIX HOCHTENEH, CaMHX CpeACTB HHGOOpPMATH3AIMH,
MCKITIOUAIOIMME HAXOXKICHHEe BHYTPH KOHTPONHpyeMoil (OXpaHseMoi) 30HEL
TeXHHUYECKHUX CPEJCTB Pa3sBeIKu.

AnnapaTHo-nporpaMMHbie cpefcTea samuTel II{n
TexHugeckde (anmapaTHO-NPOTPaMMHBIE) MEPBI 3allNTHl OCHOBAHBI Ha

WCIIONB30BAHMH Pa3IUYHBIX 3JIEKTPOHHEIX YCTPOHCTB M CIIelHABHBIX IIPOrpaMm,
pxoaampx B coctaB UCIT/IH U BEITONHSAIOMHX (CaMOCTOATENRHO MK B KOMITICKCE
C APYTHMH CpeAcTBaMu) byHKIHH 3aIUTH (MICHTHQUKAIMIO 1 ayTEHTH(OUKALIHTIO
ONE30BaTeNell, pasTpaHMYeHne AOCTYIa K PecypcaM, perHcTpaliio COOBITHE,
KpHrTorpaduueckoe 3aKpeITHe HHYOPMALHH U T.K.).
C yuaeToM Beex TpeGoBaHuil H IPHHIMNOB obecnedeHus OezonacHocTH [1/IH
B UCIIJ[a mo BCeM HAMpaBICHUSIM 3aUIMTHl B COCTAB CHCTEMBI 3aIIUTH TODKHE]
OBITH BKIIOYEHEI CIeAYIOIHE CPEACTBA: |
— cpemcta HMAeHTHQuKaruy (OMO3HABAHMA) M  ayTeHTH(HKAIMH
(moaTBepxnedus momHHOCTH) nosksosareneid MCHTH;
— CpeacTBa pasrpaHHYeHHUS JOCTYTIA 3aPETHCTPHPOBAHHBIX
mons3oBarenell cucreMsl K pecypcam MCILIH;
— cpencTBa obecredeHHs M KOHTPOIA LENOCTHOCTH IPOTPaMMHBIX M
UH(POPMAITHOHHEIX PECYPCOB;
— cpeacTBa OIEPaTHBHOIO KOHTPONA H  PEeTHCTpalMH COOBITHI
0e30MacHOCTH,

— xpunrrorpaduueckue cpenctpa 2ammTel [1a.



VYeneninoe OpHMEHEHHE TEXHHYICCKHX CPCIACTB 3aI0UTEl Ha OCHOBaHMH

IIPHHITHIIORB (pa3,z[eJI 5) MIpeanonaracT, YTO BBINOIHCHHE ICPCUHC/ICHHBIX HHKC

TpeGoBanuil 06ECIIEUeHO OPraHKM3aIIHOHHEIMY (3IMUHVCTPATHBHBIMI) MEpaMM H

HCTIONB3YCMBIMHA q)HBquCKKMPI CpeacTBaMy 3aLllMThI:

obecredena husHIecKas HEeXOCTHOCTE BeeX KommoneHT MCIT T,
KaXneli  cotpyamuk  (monszoBatee MCIIIH) wmmu  rpymma
HOJE30BaTeedl HMMeeT YHUKANBHOE CHCTEMHOE HMS M MHHHMAIBHO
Heo6x011HMLie IS BBIIOJNIHEHHS MM CBOHX (yHKIMOHAJIBHBIX
06s3aHHOCTEH MOMHOMOYHSA IO JOCTYILY K PecypcaM CHCTEMEL;

B UCII/Tz AO «[asnpom razopacipefeneane Yepkecck» paspaborka
H oTIafka Iporpamm ocymiecteimsiercs 3a npenenamu HCII#, Ha
HCIBITATENBHBIX CTEHIAX;

BCe M3MEHEHHMs KOHQUIrypallMd TEXHMYECKHX M MPOTrPaMMHEIX
cpencts VUCIIJIH npousBoAArCA CTPOrO YCTAaHOBNCHHBIM IOPSIKOM
(perucTpUpyIOTCs ¥ KOHTPONMPYIOTCS) TOJNBKO Ha OCHOBaHHHM
pacropsokeHnii  pykosoacTBa AO «l'asmpoM rasopacnpesienieHHe
Yepxrecck»;

ceTeBoe  0GOpyHOBaHHE (KOHIIEHTpaTOpHI, KOMMYTaTOpE],
MapIIpyTH3aTOPHI H T.II.) PACIONaraeTcsd B MecTax, HeAOCTYHEIX s
OCTOPOHHUX (CTEUATBHEIX IOMEICHIAX, Kadax, i T.IL);
cremmamactami AOQ  «TasmpoMm  rasopacnpefeneHue  YepKeccK»
OCYLIECTBIISETCS HEIPEPEIBHOE YNpPAaBIeHUE M aJMHHHCTPATHBHASL

HOAJEPKKA QYHKITMOHAPOBAHMS CPEACTB 3AITHTH.



7 Kownrpoas appexrussocru C3I/An

Koutpons sddextupgoctn  C3II[JH momkeH  OCYMIECTBIAETCA  Ha
mepHojuueckodl  ocHose. Ilenmplo  KOHTpOMA — d(Q(EKTHBHOCTH  ABILIETCS
CBOCBPEMEHHOE  BbIABICHME HeHaJNeXalluX pPEKHAMOB paborsr  C3IT[H
(oTKIIFOYEHME CPEACTB  3aiUThl,  HApyLICHHEe  DEXHMOB  3allUTEL
HECAHKLMOHHPOBAHHOE M3MEHEHHe pEXHMa 3alUThl M TOL), @ TaK
IPOrHOSHPOBAaHHEe ¥ IIPEBEHTHBHOE peardpoBaHHe HA HOBBIE  YTPO3HI
6esomacHocTH I1/[H.

KOHTpONG MOMET MPOBOAUTECS KaK a/IMAHMCTPAaTOpaMu 6e30macHOCTH
UCII[la  (omepaTMBHEI  KOHTpOms B Ipolecce  HH(QOPMAIHOHHOrO
BzauMoneiicteus B MCIIJlH), TaKk ¥ TpHBIEKaeMBIMH A 3TOH IedH
KOMIIETEHTHBIMH  OpraHM3aIlisAMU, MMEIOIMMH JIMIeH3HIO Ha 3TOT BUA
nestensrocTH, a Takke OCTOK Poccmm u @®Ch Poccunm B mpenenax Hx
KOMIIETEHLIUH.

KOHTPOIIb MOKET OCYIIECTBIATECA aIMUHHCTPATOPOM Ge30MacHOCTH Kak ¢
IOMOIIBIO IUTATHBIX CPEIACTE CHCTeMBl 3amuTel ILJH, Tak ¥ € IIOMOLIBIO
CIIEI[HANBHEIX IIPOrpaMMHEIX CPEICTE KOHTPOIS.

Omuenka 3¢ (heKTHBHOCTH Mep 3aMThl [IJ[H NpOBOAUTCS C HCIONIB30BAHHEM
TEXHUYECKAX M MPOrpaMMHEIX CPEICTB KOHTDONSA Ha NPeIMET COOTBETCTBHA

YCTaHOBIIEHHBIM TpCﬁOBaHHHM.



8 Cdeprl oTBeTCTBEeHHOCTH 32 OezonacHocts IT/IH

OTBETCTBEHHEIM 3a pa3paGoTKy Mep M KOHTpONb Hal ofecmedeHHeM
$E30MacHOCTH IIEPCOHANBHBIX NaHHBIX sABIAeTCS pykoBoacTo AQ «l'asmpom
razopacripesienenne Yepkecck».  PyKOBOZHTENB MOMKeT MEINETMpOBATE 9acTh
HOJIEOMOYHIL 110 obecreueHuIo 6€30aCHOCTH MIEPCOHANBHBIX JaHHbIX.

Cbhepa  OTBETCTBEHHOCTH  PYKOBOIHTENS  BKIIOWAET  CICIAyIOIHe
HampasJleHns obecrederus 6esonacrocTa [HIH:

— IlnaHupoBaHEE W peajln3aliii Mep 1o ofecrneveHHIo Ge30nacHOCTH
IT1H;

— Amnanus yrpo3 6ezonacHocTH IT1H;

— Pa3paboTky, BHEIpeHHE, KOHTPOJIh HCIONHEHHA Y IONNCPKAHHE B
AKTYallbHOM  COCTOSHHMH IOJIHTHK, DPYKOBOACTB,  KOHLEIIHH,
IIpOIleAyp, PerNaMeHTOR, HHCTPYKIMHE W JPYTHX OpraHH3al[MOHHBIX
TOKYMEHTOB II0 00ecIIedeHHIO 6€30MaCHOCTH;

— O6yuenne u uHGopmuposanue nonssopatened MICIIH, o mopsmke
pabortsl ¢ [1/18 B cpencTBaMH 3aIUTEL;

— TlpenoTspaluenue, BHIABIEHHE, pPEarHpoOBaHHE M pPaccielOBAHHE
HapyueHuii 6ezonacHocTH [1IH.

[Ipu B3aUMOAEHCTBHE CO CTOPOHHHMMH OPTaHH3ALMAMH B CIydasx, KOrja
COTpYAHMKAM STHX OpraHM3alMii MpeJOCTaBIIeTCsA NOCTYN K 0OBEKTAaM 3aIUTHI
(pasmen 3), ¢ STUMH OPraHM3ANMSMU AOIIKHO OBITH 3AKIFOUCHO «Cornamenye 0
koH(pHAeHTHATEHOCTHY, 1ub0  «CornameHne O  COOMIONCHMH — peXuMa
6esonacaocty I1[a mpu semonuennu padbor B UCITHH». IlogroroBka THIOBBIX
BAapMAHTOB OTHX COIJALICHUA OCYIIECTBIACTCA  IOPUCTAMH AO «asmpoMm

razopacrpe/ielieHne HepKecck».



9 Mogeas HApYIIHTEJA 6e30MacCHOCTH

[lox mapymmrenem B AQ «lasmpoM rasopacmpeneneHue Hepkecck
IOHMMAETCS. JIAI0, KOTOPOe B pe3yibTaTe YMEILUICHHBIX MM HEYMBIILIEHHBIX
meficTBHI MOXeT HaHecTH yniepd 0ObeKTaM 3aITUTHI.

Bce HapyImTeny XEeIaTCs Ha JABe TPYTIIBL:

— BHeIIHWME HapylIuTend — (QU3MYeCKHe IHla, He HMEIOIHEe Npasa
npeObIBaHAA HA TePPHTOPHM KOHTPOIMPYEMOH 30HBI, B Mpenenax
xotopoit pasmemaercs obopymosanue VICIT/IH, a Tak xe XpaHATCS
I11H Ha 6yMa)XHBIX HOCHTEIIAX;

— BHYTpeHHHE HApYUIHTEIH — (U3MYSCKHe JIHIA, HMEIOIHE IpaBo
peOBIBaHKUsS HA TEPPHTOPHH KOHTPOIHPYEMOH 3OHEL, B Npenenax
KoTopoii pasmernaercs obopymosanne MCII/IH, a Tak &e XpaHATCH
IT/{a Ha 6YMaXKHBIX HOCHTEIIAX.

Knaccubukanus  HapyluTele TpeAcraBleHa B Mogemu  yrpos

0e30MacHOCTH epCOHANBHBIX JaHHBIX.



10 Moaeas yrpos 6e30nacHOCTH

s UCT1Ta 8 AO «I"asnpoM rasopacrpefieieHne epKecck» BBIIEIA0TCA
CIeyIOIMe OCHOBHEIE KATETOPHH YIpo3 6e30MacHOCTH EPCOHATBHBIX NaHHBIX:

— VTrposHl OT yTeUKH [0 TeXHUUESCKHM KaHanaM.

— VTpo3Hl HECAHKIMOHIPOBAHHOTO JTOCTYIIa K HHQOpMAIHH,

— Vrposel YHUYTOXEHHS, XHIIEHHUS alllapaTHBIX CPEICTB HUCTIJs HOCHTENEH
UHPOPMAITHH TTyTeM QU3MIECKOr0 TJOCTYA K dIIEMEHTAM HUCIIa.

— Vrpo3sl  XHWIUeHHs,  HEeCaHKIMOHHUPOBAHHOM MoIH(DHKAMA KK
GnokupoBanys MHGOpMalMH 33 CYeT HECAHKIHMOHHMPOBAHHOTO [OCTYNa
(HCJT) c mpuMeHeHMEeM IIPOrpaMMHO-aMNapaTHIX B MPOTPAMMHBIX CPEACTB
(B TOM 9HCITe MPOTPaMMHO-MaTeMATHIECKIX BO3EACTBUH).

— Vrpo3sl He TNpejHaMePEeHHBIX NEHCTBHH IIOJb30BATENCH H HapylIeHUH
6esonacHoctd dynkuwonnposanns VCITMu u C3IL[IH B ee cocrabe m3-3a
c60eB B MPOrpaMMHOM 0GECTIeUeHUH, & TaKKe OT YTPOo3 HEAHTPOIOTCHHOTO
(cO6oeB  ammapaTypsl ~ M3-32 ~ HEHAJIeXHOCTH  DIIEMEHTOB, cboen
SMEKTPONUTAHNAA) K CTHXMIHOTO (YAapOB MOJIHUH, OXapOB, HABOJHEHUH H
T.I1.) XapakTepa.

— Vrpo3sl IpeTHAMEPEHHBIX AeHiCTBUN BHY TPSHHIX HapyIIUTeNeH.

— VFPOBBI HECaHKIMOHHPOBAHHOTO JOCTYIIA IO KaHamnaM CBA3H.

OnucaHue yrpo3, BEPOATHOCTh HX PEANH3ALNY, OMACHOCTE W aKTYaJIbHOCTD

npeacraBjiCHBl B «Mopenu ¥rpo3 0e30IMacHOCTH IepCOHANRHBIX HaHHBIX B

HUCTIda».



11  Mexanusm peannzannd Iomoxenns

Peammzamus  I[lomoxeHHs  JODKHA  OCYIIECTBILITECS  HAa  OCHOBE
IIepCIEKTABHBIX POrPaMM H IUIAHOB, KOTOPBIE COCTABIIAIOTCA HA OCHOBAHUM M BO
HCIIOJTHEHHE:

— (beepanBHEIX 3aKOHOB B o6nacTu obecreveHns WHGOPMAIMOHHOK
6e30T1aCHOCTH M 3al(UThl UHPOPMALTHH,

— mnocranosneHui Ipasurenscrea Poccniickoii Oenepaiun;

—~ PYKOBOIAIIMX, OpraHu3aIOHHO-PACIOPATHTEBHEIX i1
MeTtoguueckux qokymenToB @CTOK Poccun;

— motpebHocTeit MCIIIH B cpenctBax obecreyeHUsT Oe30MaCHOCTH

HHQOpPMALIHH.



12 Tlopsaok paGoThI ¢ NEPCOHANBLHBIME JAHHBIMU COTPYAHHKOB

Oo6s3aHHOCTH paboToaTeas

B 1ensax WCIOMHEeHHs TpeGoBaH@i 3akoHoAaTenscTBa PP mpu obpaboTke
EPCOHANBHBIX JAHHBIX, BCe pabOTHHKH YYPEXACHUA JOIDKHEL HCIONHATE
YCTaHOBJICHHBIH HOPANOK paboTHL!

PaGoTa ¢ HEpCOHANBHBIMH JaHHBIME PabOTHHKOB JOIDKHA HE Hapymiath
TpeboBannil 3aKOHOJATENbCTBa P@® M JIOKANBHBIX HOPMATHBHEIX aKTOB
OpTraHH3aIHY, U HOIDKHA OBITH HETMOCPECTBEHHO CBA3aHA C OCYIIECTBICHUEM UMH
CBOHX TPYHOBBIX QYHKLMH.

ITpu c6ope 1 06paboTke TMEPCOHATBHBIX JTAHHBIX paGoTHEKa paboToarelb
JlomkeH pyxopogcTBoBaTscs Korctutymmed PO, TpymoBeIM KOJEKCOM PO u
HHBIMI (eaepalbHEIMI 3aKOHaAMH.

TlepcoHANbHBIE NaHHbBIE PaGOTHUKOB JODKHEI OBITH MONYHYeHB! TOJNBKO
HeNOCpeICTBeHHO y Hero. Ecau jns o6paGoTKy ero JaHHBIX WIIH HX IOTYICHHA
pUBIEKaeTcss TpeThH JHIa, To pPabOTHHK JIOMKEH JaTk IpenBapUTeNILHOS
MCLMEHHOe corlacHe Ha 5To. OIHOBpPEMEeHHO pabOTHHK JomkeH OBITh
yBEZOMIIEH O TessiX cOopa HHpOpMAaluy, HCTOYHUKAX €€ [OIydCHHI, a TAKKE O
HOCHEACTBHAX OTK43a OT MpefOCTaBICHHS IMMCBMCHHOTO COTIacHsi Ha cbop
HHGOpMAIIUH.

[lepcoHanbHEIE JaHHbIe PabOTHHKA O €0 NMOTHUTHYECKHX, PENUTHOSHEIX M
HHEIX YOeXIEHPIX, 9acTHOM >XH3HH, & TaKKe WICHCTBE B OOIEeCTBEHHBIX H
IPOQCOIO3HEIX OPTaHU3ALMAX HE MOMJIEKAT cGopy opraHu3allMCH, eCllH MHOE HE
peyCMOTPEHO 38KOHOAATEIBCTBOM.

3ammTa NEepCOHANBHBIX [JAHHBIX PpabOTHHKA MOIDKHA obecreIuBaTHCA
MIOTMHOCTRIO 34 cyeT paboToares.

Vupexende NpH MpHeMe Ha paboTy, a TaKkke NpH NMOOBIX H3MEHEHHAX

mpasui paGoOTEL ¢ NEPCOHANBHBIME TAHHBIMH O0S3aHO MHCBMEHHO 3HAKOMHTE C

HAMH BCEX pabOTHMKOB.



quemeﬁne HE UMECT NpaBo NPHHYXIATh pa6OTHI/IKOB K OTKa3y OT CBOHX

IIpaB Ha 3alIUTY IepCcOHAIbHBIX TaHHbBIX.

O6sa3anHocTH paGOTHHKA
PaGoTuuk 00:13aH:
Ilepenate paGoTOfATeNIO BCE IEPCOHABHEIE NAHHBIE, YKAsaHHBIC B
COOTBETCTBYIOIIUX JOKYMEHTaX.
B  yCTaHOBJCHHBIH [paBHIaMH CPOK COOGIIATE paboToAATEMO 06

U3MEHCHUHN CBOHX NEPCOHAIBHBIX TAHHBIX.

ITepenaua nepcoHAIBLHBIX AAHHBIX

ITpu oOCYIIeCTBICHMH Iepefayyl IIePCOHANBHEIX JAHHBIX pabOTHUKOB
TPETHUM JIHLIAM paboTonatens 00s3aH:

He COOOMATh IIepCOHANBHEIC NAHHBIE 0€3 IONYYCHHOIO NHCBMEHHOTO
cornacda paOOTHHKa, KpOME CIy4daeB, KOrJa TaKue 0093aHHOCTH YCTaHOBIIEHAI
3aKOHOJIATENBCTBOM,;

He NepefaBaTh IepCOHANBHBIE NAHHEIE PAaOOTHHKA JUIS UCIONB30BaHHA B
KOMMEPIECKHX LEeTaX;

Tpe6GoBaTh OT TPETHUX JIKIL| COOIMOIEHMS TIPABHIL paboTHl ¢ MEPCOHATLHEIMU
JTaHHGIMM, 4 TakKe  IPeJoCTaBieHHs  IMHCBMEHHOTO  ITOATBEPXKCHUS
HCIIONb30BAaHHA EPCOHANBHBIX JaHHBIX B TOpAAKE, TPEAyCMOTPEHHBIX
HACTOSIIMM TTOJOXKEHHEM O 3alTe IEPCOHANIBHEIX JaHHBIX,

HaBaTh JOCTYN K IIEPCOHANBHBIM J&HHBIM TONBKO JIHUAM, HMCIOMHM
COOTBETCTBYIOMHEH MOIYCK M HCTONB3YIOIIMX MX TONBKO [/ BBINONHCHHA
KOHKPETHHIX TTOTHOMOYHUH;

pe ucTpeboBaTh HHGOPMAIMIO O COCTOAHHH 3HOPOBbLA paboTHHKA, 34
HCKTIOUeHHeM NaHHBIX, KOTOPHE MOIYT TOBIMATH Ha HCHONHEHHe pabOTHUKOM

CBOUX TPYAOBBLIX OOA3aHHOCTEH.

3amuTa NePCOHANLHBIX JAHHBIX paboTHHKA



B pamkax peanusaluy IYHKTOB HacTosilero IlIONMOXEHHS O 3amiure
NepCOHANbHEBIX JAHHBIX PAGOTHHKOB, PYKOBOAUTEIb YUPEKACHUI H3NACT IPHKA3 O
HazHA4YeHHMH IIHIa, OTBEICTBEHHOI'0 33 COGJIIOI[GHI’IG ImIopAaaxKa pa60'r151 C
[epCOHAIBHBIMH TAHHEIME PaGOTHHKOB, Ha KOTOPOM JIeXKaT BCE 00f3aHHOCTH MO
obecrede nio KOHQHIEHIMATPHOCTH TOTYYeHHBIX JAHHBIX, a TAKKE OpraHu3aiiy
paboTEl ¢ HUMH.

Tlepenaua MHGMOPMALUK IPOUCKOJMT TONBKO B IIMCBMEHHOM BHJe. 3ampoc
JoKeH OBITH CHETAaH B MUCBMEHHOM BHJE C yKa3aHHeM BCEX PEKBH3HTOB JIHIQ,
sampanuBaroniero uHbopmanuo. OTBET AOMKEH OBITE clleliaH Ha (UPMEHHOM
6aHKe yIpeXIeHHS ¥ OTHpaBieH IHG0 Kyphepckol CIIyxGoi, mubo 3aKasHBIM
IHCEMOM.

Bce mMONydeHHEIE IIEPCOHANbHBIE NaHHbIE NOIDKHBI XPaHHTBCA B MECTe,
HCKIIOYAIOmMeEM HECAHKITHOHHPOBAHHEBIX JOCTYII TPEThHX JTHII.

JNeKTPOHHEIE HOCHTENM HH(QOpPMAllMM, JODKHBI OBITH  3AIIUIIECHSI
KpHITOrpadguYecKuMy CpeICTBAMH 3aIIUTH HEPOPMAITHH.

OTBETCTBEHHOCTD 32 pasrjanieHne HHGopMauu, CBI3AHHOHA ¢

nepcoHabHBIMH JAHHBIMH paﬁoTHHKa

JIuua, npH3HAHHBIE BHHOBHEIMHU B HAapyIICHHH TpeOoBaHHH HACTOAIIETO
[ToNOXKeHHs O 34IUTe HEPCOHANBHBIX HAHHBIX PAaGOTHHKOM IPHBIEKAIOTCT K
ITUCIUIUIMHAPHON, aJMHHHCTPATHBHOM, TI'paXKAaHCKO-TIPABOBYIO U YTOJIOBHOM
OTBETCTBEHHOCTH, B IOPSNKE NpPEeXyCMOTPEHHOM 3aKOHOAarelnbcTBoM PO 1

JIOKAJIbHBIMH HOPMAaTUBHBIMH aKTaMH.



13 Ilopsmox paGoThl ¢ HepcOHATBHBIMH JAHHBIMH Y4AIIHXCH

TlopsioK MOy4eHH: H 06paboTKH NePCOHANBHBIX JAHHBIX yJaluxed

[lox  obpaGorkoit  IIJln  mOHKMaeTcs  INOJIyYCHHE,  XpaHEHHE,
KoMGHBHpOBaHHeE, Tepefadya Win Moboe JApyroe HCIONB30BAHKE MEpCOHANBHBIX
JAHHBIX Y49alUXcs.

PaGoTa ¢ NEpCOHANBHHIMU JaHHBIMH yJallHXcs NOJUKHA HE HapyulaTh
TpeGoBammii 3aKoHOfaTelnbcTBa PQ@ ¥ NOKANBHBIX HOPMATHBHBIX —aKTOB
OpraHU3aIHH.

VIcrioib30BaHHE [IEPCOHANBHEIX JAHHBIX BOSMOXHO TONBKO B COOTBETCTBHH
¢ LeTAMH, ONpeNeNUBIIMMA HX TonydeHue. [lepcoHanbHBIC NaHHBIE HE MOTYT
HEITH MCOONB30BAHEI B IE/IAX TPHIAHEHHS HMYIIIECTBEHHOT0 ¥ MOPANBEHOTO Bpena
rpaxkaaHaM, 3aTPYAHCHHS pealusalyid mpas H cobon rpaxpaH Poccuiickor
(henepaLyH.

ITopsimok 06paGoTKy MepCOHATBHEIX JAHHBIX Ha OYMaHBIX MATEPHATBHEIX
HOCHTESIX pernaMeHTHpoBaH <«MHCTpyKUMeH N0  XpaHEHHIO NEPCOHANBHBIX
JAHHEIX Ha OYMaXHBIX HOCHTENIX H [OPSAKY paboThl MCIONHUTENeH ¢
EpCOHANBHBIME ~ JAHHBIMM ~ Ha  OYMaKHBIX  HOCHTEILIX uHbOpMALMHY,
VTBEP)KAEHHOH PYKOBOAMTENIEM.

O6paboTka TIEPCOHAIIBHEIX TaHHBIX B ABTOMATU3HPOBAHHBIX
uHGOPMAIIFOHHBIX CHCTEMaX OCYIIECTBIETCA Ha OCHOBAHUH PS/d YTBEPHKICHHBIX
PYKOBOAUTENEM HHCTPYKIHH pPeriaMeHTHPYFOMMIX 06paboTKy TIepCOHAIBHBIX

nauueix B UCTIOH.

JloeTyn K MepcoHaIbHBIM JaHHBIM



BHyTpeHHHM JOCTYH (IOCTYIl BHYTPH OpTraHU3aIiK) OlpeNeNseTcs
mepedyHeM JMI, MMEFOIMX JOCTYNl K IEPCOHANBHBIM JIaHHBIM YHallHXCs,
onpemenseTcs NPUKa3oM PyKOBOIUTENA.

Brenmmuit gocTyn:

K uHcly MaccOBBIX IIOTpeOHTeNed IEepCOHANBHBIX — NAaHHBIX  BHE
OpraHM3aluyl MOKHO OTHECTH OCYNapCTBEHHbIE (YHKIHOHATBHEIE CTPYKTYPHL:
HAJIOrOBBIE WHCIEKIHH, IIPaBOOXPAHHUTENbHEIE OpraHBI, OpraHbl CTATHCTHKH,
BOSHKOMATHI, OPTaHbl COIHANBHOTO CTPaXOBaHMdA, IICHCHOHHBIC boHEI,
HOApasfeeHIs MyHHIUIIANBHEIX OPraHoB YIIPaBICHU,

Ha30pHO-KOHTPOIBHEIE OPraHel UMEIOT JOCTYIl K uHbOpMaLdi TONBKO B

chepe cBoel KOMIIETCHITHUH.

IIpaBa 0653aHHOCTH H OTBETCTBEHHOCTE CYGBEKTa NepPCOHATBHLIX
AAHHBIX

3aKperuieHye paB CyOBEKTOR IEPCOHANBHEIX JAHHBIX, PETTaMEHTHPYIOMIHX
3aIUTy €ro IIEpPCOHANBHEIX JAHHBIX, 00SCIEeUMBACT COXPAHHOCTH HOJHOM U
TOYHOM HHPOPMALIMH O HEM.

B IensX 3alEThl [EPCOHANbHBIX NAHHEIX KOHTPareHTHl  (3aKOHHBIC
HpeACTaBUTENIH) KMEIOT IIpaBo:

- Tpe6oBaTh MCKIFOUCHHA WIH WCIPABICHHS HEBEPHBIX MIM HEMONHBIX
IIePCOHANBHBIX FAHHBIX, Ta CBOOOITHEIH OecIUIaTHRIH JOCTYIl K CBOUM
HepCOHANBHEIM JaHHEIM, BK/IOYas NpaBo HA MONYHEHHE KOMHH HOBOH 3allUCH,
colepixallieil IepCoHabHbIe NaHHEIE;

- ompejeNaTh CBOMX NPENCTaBHTENEH I 3allUTHl CBOUX IEPCOHATBHBIX
JAHHLIX HA COXPAHEHHME M 3alUTy CBOEH JTMYHOM TaiHEL.

IIpaBa 065132 HHOCTH H OTBETCTBEHHOCTh OMEPATOPa NEPCOHAILHBIX

NAHHBIX



[TepcoHanbHass OTBETCTBEHHOCTh - OJHO M3 [NABHBIX TpeboBaHUH K
oprauuzanyy GpyHKIMOHHPOBAHUA CHCTEMBI 3AIHTHL HepcoHaNbHON MH(OpMALHK
u o6s3aTenbHOe ycnoBue obecredcHus dQheKTHBHOCTH 3TOH CHCTEMBI.

Opunuueckue u ¢usudecKde M@, B COOTBETCTBUA €O  CBOMMH
TOJHOMOYHSME BIaclOIMe O TpaXAaHaxX IOJydarolue U HCIOIB3YHOUINC €c,
HeCyT OTBETCTBEHHOCTh B COOTBETCTBUHM C 3aKOHOAATENBCTBOM Poccutickoi
degepaniu 32 HapylleHWe PpeXKEMA  3alIUTHL, 06paboTK W IOpsiKa
MCIONb30BaHA 3TOH HHGOPMAIHH.

PyKOBOIWTENb, pa3pellalo|i JAOCTYI COTPYJHHKA K JOKYMCHTY,
CofepXallleMy IIepCOHANBHEIE CBEICHHA YYaliUXCs, HECCT [MEPCOHANBHYIO
OTBETCTBEHHOCTE 3a JaHHOE Pa3pelleHue.

Kbl COTpYRHMK OpraHH3aIuM, MOJyYaroIMi 1id paboTEl TOKYMEHT,
coflepXamuil epcoHanbHEIE JaHHbie HEceT eJWHONMYHYIO OTBETCTBCHHOCTD 34
COXPaHHOCTE HOCHTENS H KOHQUICHIMATEHOCTD HHGOOPMALHH.

Jlomyck X TEPCOHANBHBIM MAHHBIM YYallUXCA JPYTHX COTPYRHHUKOB
pabGoTozarens, He HMEIOIUX HaIJIeKaIM ofpazom odopMIEHHOr0 HOCTYIA,
3aIpeIaeTces.

Tlepenaua (06MeH U T.JX.) HEPCOHANBHEIX TaHHBIX MEXIY ITOApas/eIeHHAMU
OCYIIIECTBNSETCS TOJABKO MEXHy COTPYAHHMKAMH, HMCIOMEME JOCTYl K

HepCOoOHANBHBIM JaHHBIM yJqanqaxcs.

34 HeHCIOJHEeHWEe WIM HeHajleXallee UCIONHEHHE pabOTHUKOM IO €To
BUHE BOIVIOKEHHBIX Ha HEro o0s3aHHOCTeH 10 COOMIOAEHHI0 YCTaHORIECHHOTO
nopsKa paboThl CO CBEJIEHHAMU KOHGHICHIMANBHOIO XapaKkTepa paboTonarenn
BIIpaBe IPUMEHSTH DPeXycCMOTpeHHble TpynoBEIM KonexcoM AuUCUIUITAHAPHbIE

B3BICKaHMA.



14  OcobGennocTH 06paGoTKH NEPCOHATLHBIX JAHHBIX (€3 HCHOJB30BAHAS
CpeACTB ABTOMATH3ALHH

[Ipy  HeaBTOMATH3HPOBaHHOK  00palOTKe pa3MUIHBIX KaTeropui
epCOHATBHEIX JAHHBIX JOIDKEH HCIIONB30BATECA OTAGNBHBIN MaTepHaTbHbIHA
HOCHTENs UIA KAXKIOH KaTeropHH NEPCOHANBHBIX AaHHBIX.

[Tpu HeaBTOMATH3MPOBaHHON OOpaGOTKe NEPCOHAIBHBIX NAHHBIX Ha

OyMaXKHBIX HOCHTENIX!

- He JomycKaeTca Oukcamus Ha OfHOM  OyMaXHOM HOCHTENE
TIepCOHANBHBIX TAHHbIX, ITelH 06paboTKi KOTOPEIX 3aBEIOMO HECOBMECTHMEL

-  [epcOHANBHEIE JaHHBIC JOMKHBL 000COONATBCA  OT  WHOH
uHGOpPMALMK, B YaCTHOCTH MyTeM (HKcallud MX Ha OTACIBHBIX OyMaXHBIX
HOCHTENAX, B CIHEUaNBHEIX pasfeiax MIH Ha HOIAX GopMm (GnaHkoB);

- JOKYMEHTHI, cofepkalllie IEepCOHANBHEIE JaHHEIC, (OPMUPYIOTCH B
Jena B 3aBHCHMOCTH OT IIend 00paboTKH IepCOHANBHBIX NaHHBIX;

- gema ¢ JOKyMEHTAMH, COJEPKAlMMH [IePCOHANBHBIE IAHHEIC,
MODKHBl WMETh BHYTpeHHHe  OIMCH  JOKYMEHTOB C YKa3saHHeM IlenH
06paboTKM W KaTErOpUM MEPCOHANBHEIX NAHHBIX.

JloxyMeHTE  (HOCHTEeNM  MHGOpPMAL|M), COIEpXale NEPCOHaIBHEER
NaHEble, NODKHEL XPAaHHUTBCS B CIyXeOHBIX — IIOMEIMEHMAX B HAASKHO
3aIUPAEMBIX M ONEUaTHIBAGMBIX IIKadax (ceiidax).

VHHUTOXKEHUWe WIH  00e3HYMBaHHE YacTH I[IePCOHANBHBIX JaHHEBIX,
eCTH 9TO JONMYCKAeTCA MaTepHANBHBIM HOCHTENIEM, MOXET MPOU3BOXHTECA
cIrocoBoM, MCKIIOYAIOMUM —AaibHeluryro ofpaborky STHX — IEpCOHANBHBIX
OaHHBIX, C COXpaHeHHeM  BO3MOXHOCTH 0o6paBoTKH MHHIX JaHHEIX,
3a(pUKCHPOBAHHBEIX HA MAaTepHAIbHOM HOCHTENE.

IIpy  HECOBMECTHMOCTH Helledl OOpabOTKHM MepCOHANBHBIX IAHHBIX,

33(1)HKCI/Ip0BaHHBIX Ha OgHOM MaTepuaibHOM HOCHTC]IE, €ClIn
MarTepHaNbHEIH  HOCHTENE  HE TO3BONIAET  OCYIIECTRIISATE 06paboTKy

IepCOHATIBHBIX JAHHBIX OTHAEIBHO OT [JOpPYIHX Ba(bI/IKCI’IPOBaHHBIX Ha TOM



Je HOCHTene IEpPCOHANBHEIX MAHHBIX, JO/DKHBI OBITH MPHHATEI —MEPBl TO
ofecredeHHI0 pa3ieNbHoil 00paboTKU TEPCOHANBHBIX NaHHBIX, B YaCTHOCTH:

- mpE  HEOOXOAUMOCTH  HCIONB30BAHHA KM PacHpOCTpaHCHHA
onpeeNeHHBIX IEPCOHANPHBIX AAHHBIX OTACNBHO OT HAXOMAMXCA Ha TOM
e MaTepUalbHOM HOCHTENEe JPYrHX IePCOHANBHBIX NAHHBIX OCYIIECTBIACTCA
KOIHPOBAHAE TMEPCOHATBHEIX NAHHBIX, OUIEKAMMX PACIPOCTPAHCHMIO KK
MCIONB30BAHMIO, CIOCOOOM, MCKIIOYAONIMM ONHOBPEMEHHOC — KONMPOBAHHES
MepCOHANBHBIX  NaHHBIX, HE  [OJNENAlMX  PaclpOCTPaHEHHIO %4
MCIIONB30BAHKIO, M KCTONb3yeTcd (PaclpoCTpaHAETCS) KOMHS INePCOHATBHBIX
JaHHBIX;

- mpd HEOOXOMMMOCTY YHHWUTOXEHHS WIM OIOKMPOBAHMA 4HacTH
HEpCOHANBHEIX NAaHHBIX YHUYTOXAETCA MK ONOKHpYyeTcs MaTepUaIbHbIH
HOCHTENs C IIpeJBAapHUTEIBHBIM KONHMPOBAHHEM CBEICHMM, He MOJIIEHAIIX
YHHUTOXECHHIO WU OIOKMpOBAaHHIO,  CIOCOOOM, HCKITFOYAKOIIHM
OHOBpeMEHHOE  KONHPOBaHHME  [EPCOHANBHBIX  JAHHBIX, IIOANCKAIIHX
YHUYTOKCHUIO MK OIOKUPOBaHHIO.

VTouHeHHE I[IepPCOHANBHEIX  JIaHHBIX  IIpH OCYIIIeCTBICHHH HX
0GpaboTky 6e3 KCHONB30BAHMS CPEICTB ABTOMATH3AIMK IPOUSBOIUTCH MyTEM
OGHORICHMS WM W3MEHEeHMd [aHHRX Ha MarepHajlbHOM HOCHTENIE, a €CIH
3TO  HE HOIyCKAeTcsl TeXHUYECKHMH  OCOOCHHOCTAMH — MAaTepUalbHOro
HOCHTeNd, IOyTeM (QUKCAllil Ha TOM XK€ MaTepUalbHOM HOCHTENIS CBEHCHUN
0 BHOCHMEIX B HHX W3MEHEHHIX JHOO0 IyTeM H3rOTOBJICHHA  HOBOIO
MaTepHalbHOrO HOCHUTENA C YTOYHEHHBIMH MEPCOHATBHBIMH NAHHBIMU.

O6paboTka MEepCOHANBHEIX JAHHBIX, OCYHIECTBIACMAl 0e3 MCIONb30BAHUS
CPEeNCTB aBTOMATH3AI[WH, HODKHA OCYIIECTBIATHCS TaKHM of6pa3zoM, 9TOOBI B
OTHOIIEHHH KAXI0M KATEeropHy IIepCOHATBHBIX TaHHBIX MOKHO OBLIO ONpPEeeaHTh
MECT2 XPAaHEHHA TEPCOHANBHBIX MAHHBIX (MaTePHATBHBEIX HOCHUTENeH) |
YCTAHOBUTE I1E€PEUeHb JIUL, OCYHIECTBIAIOINX 00paboTKy HepcOHANBHEIX HaHHBIX

TG0 MMEeIOMHX K HIIM JOCTYIL



TIpK XpaHEeHHH MATEPHANLHEIX HOCHTENeH HOIDKHBI COOIIONATECS YCIOBHUS,
06eCIIEUMBAIONIAE COXPAHHOCTh IIEPCOHANBHBIX JAaHHBIX M HCKIHOUAIOIHS
HECAHKIHOHMPOBAHHEIA K HHUM JOCTYI. XpaHEeHHe NEPCOHANBHBIX — JaHHBIX
(MaTepHalbHBIX ~ HocHTene#f), o0paboTka KOTOPBIX — OCYMIECTBIACTCA B

pa3muUHBIX IEIsEX JOJDKHO OBITE pasneiIbHbIM.



15  Oxmaaemslii oddexT ot peanusaunu Ionoxenns

Peanuzamms Iloxoxerus Gesomacaoctd ITIH B HCITJTx mo3BONHT:

— omnenuts cocrosaue GezormacHoctH uEGopMaruu WUCILH, BEIIBHTH
YCTOYHHKM BHYTPEHHHX M BHEIIHHX Yrpo3 WH(OPMAINHOHHOK
6€30IacHOCTH, OTpeeiTh IIPHOPUTETHEIE HAIpPaBICHUs
TIpeOTBpAIIeHH, OTPAKEHHS i HEHTPaNH3alUK STHX YTPO3;

— pa3paGoTarh pacHOpAIUTENBHBIE X  HOPMAaTHBHO-METOAMYECKHE
noxyMeHTsl npuMeruTensHo kK MCILTH;

— IIPOBECTH KIACCH(UKAIMIO H CEPTHPHKAIIIO WCITH;

— NPOBECTH OPraHU3aIIHOHHO-PEXUMHEIC U TEXHUIECKHE MEPOIIPYATHS
o obecreuennio 6ezonacuoctd [11a B UCIT/IH;

_ obeceynTh HEeOOXOAUMEIH YpOBeHb (e30I1aCHOCTH OOBEKTOB
3aIlATEL;

— paspafoTaTh  METOQMYECKME  JOKYMEHTEI IO  PasMEIICHHIO,
06OPYOBAHHIO ¥ OXPaHe NOMEIIECHHH, Iie XPaHATCs NEPCOHANBHBIC
JaHHBIE, [0 XPAHEHH:O NEPCOHANGHBIX JAHHBIX Ha OyMa)HBIX
HOCHTEIIX M TOpAAKY pabOTBl HCIONHUTENCH ¢ INEPCOHANBHBIMU

TAHHBIMHY Ha OYMa)KHBIX HOCHTEISIX HHG)OPMAIIHH.

OCyLIECTBICHHE JTHX MEpONpHATHH Ofecrequt —CO3/aHue eTHHOI,
[[EIOCTHOM U CKOOPAMHMPOBAHHOM CHCTEMBI WH(OPMAIMOHHOH 0e30MacHOCTH ¥

C030acCT YCIOBUA IJIA €C MalbHeHIero COBEPIICHCTBOBAHHA.



16 CrHcox HCIOJB30BAHHBIX HCTOMHUKOB

OCHOBHBLIMH HOpMATHBHO-NPABOBBLIMH H METOAHYESCKHMH
JIOKYMEHTAMH, HAa KOTOPhIX fa3upyeTcs HacTosAIIee IHoao:keHHe ABIAIOTCA:

denepansHBl 3aKOH OT 27.07.2006 . No 152-®3 «0O mepcoHanbHBIX
nangex» (namee — ®©3 «O mepcoHaNBHBIX JIAHHBIX»), YCTaHABIIHBAIOLIHK
OCHOBHBI OpHHIMOB ¥ ycinosua obpaGorku IIJH, mpasa, 00A3aHHOCTH H
OTBETCTBEHHOCTD YIACTHUKOB OTHOILICHHUH, CBI3aHHBIX C o6paboTkoi IT/Tx.

«TpeboBaHusA K 3aIUTe MEPCOHANBHBIX NAHHBIX MPH HX obpaboTke B
UHQOPMAIMOHHBIX ~ CHCTEMaX  IEPCOHANBHBIX  [AHHBEIX»,  YTBEPKICHBI
Tocramosnenuem [Ipasutenscta PO ot 01.11.2012 r. Ne 1119. |

«[Tonoxenre 06 0coOeHHOCTIX 00pabOTKH MEPCOHANBHBIX JaHHBIX,
OCyIIeCTBINEMOl Ge3 MCIONB30BAHKS CPEICTBE ABTOMATH3AIMIY, YTBCPRICHHOE
IToctanosnenueM [Ipasutensctsa PO ot 15.09.2008 r. Ne 687.

[Mocraposnenne IIpaBurensctsa Ne 211 ot 21 mapra 2012 roza «006
yIBEpXK/CHUE TEPedHs Mep, HATpaBlCHHBIX Ha obecricueHue BBITOIHEHHA
obs3anHocTeit, mpemycMoTpeHHBIX O3 «O MepcOHANbHEIX JaHHBIX) W NPUHATEIME
B COOTBETCTBMH ¢ HHM HOPMATHBHBIMHM IIPaBOBBIMYA aKTaMH, ONEpaTOpaMH,
SBIAIONIAMHCS. TOCYJAPCTBEHHBIMY TN MyHULMIIATBHBEIMUI OpraHaMiD).

«TpeboBanuss K  MarepHalbHBIM  HOCHTCIAM OHOMETPHIECKHX
EpCOHANBHEIX ~[JaHHBIX ¥ TEXHOIOTHAM XpaHCHWsS TaKuX JIAHHBIX —BHO
WHOOPMAIHOHHEIX ~ CHCTEM  IEPCOHANBHEIX  JIAHHBIX»,  YTBEPMKIICHHBIC
TlocranosnenueM [Ipapurensctsa PO ot 06.07.2008 r. Ne 512.

HopMdTHBHO-MeTOqueCKHe nokymentsl  DenepanlbHON cnyxOBl IO
TEeXHAIECKOMY W JKCIEpTHOMy KoHTposo PoccmiickoH ®enepaun (Janee -
®CTAIK Poccun) mo obecnedennto Gesomacuoctd [IJ{H npu nx obpaboTke B
HCTIn:

Basosast MOJelb yrpo3 Oe30MacHOCTH IEePCOHANBHBIX AAHHBIX IpU HX
06paGoTke B MHGOPMAIMOHHEIX CHCTEMaX MEPCOHANBHBIX MAHHBLX, YTB. 3am.

pexropa ®CTIK Poccun 15.02.08 .



MeToauka OIpeeNeHHs aKTyalbHbIX yrpo3 Oe30IacHOCTH MePCOHANBHEX
JAHHEIX OpH HX 00paGoTke B HMHGOPMAIMOHHBIX CHCTEMaX ICPCOHATBHBIX
nauHBIX, yTB. 3aM. pexropa ®CTOK Poccun 15.02.08 r.

ITpuxaz ®CTIK Poceun Ne 21 ot 18 penpans 2013 ropxa «O0 yTBEpXKACHHN
CocTaBa ¥ COAEPXKAHIS OPTAHM3ALMOHHBIX M TEXHUIECKUX MEp IO obeciedeHuIo
6e30IacHOCTH MEPCOHANBHEIX NAHHEIX MPH UX 00paboTke B HHGOPMAIIHOHHBIX
chcTeMaX IEPCOHANBHBIX JTAaHHBIXY.

IIpuka3 PemepanbHOH CITy OBl 6e30na0H00'fH Poccuiickoii ®epepanuu ot
10 mons 2014 r. N 378 «06 yrBepxkaenud CocTaBa H CONCpPXKaHHA
OpPraHH3ALOHHBIX W TEXHHYECKHX Mep IO obecneucHNo 0e30IaCHOCTH
[IepCOHANBHBIX JaHHBIX TpH HX 00paboTke B HMHGOPMAIIMOHHBIX CHCTEMAX
IIepCOHAIBHBIX JAHHBIX C HCIIONB30BAHUEM CPE/ICTE KpUnTOrpadpuIecKoi 3amuThl
uHOpMAIIY, HEOOXOMUMBIX ISl BHIITOIHEHAS YCTAHOBICHHRIX IIpaBUTEIECTBOM
Poccuiickoii ®@emepanuy TpeGoBaHMHM K 3allUTe NEPCOHATBHBIX MaHHBIX JUIL

Ka)KAOTO U3 YPOBHEH 3aIlUIIEHHOCTI.



